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Assurance Case Adoption

• Piper Alpha Report (Cullen Inquiry), 1990

- Recommended application of safety cases to offshore 

installations 

- Subsequently adopted by UK Ministry of Defense, Def-

Stan-00-56 (MOD), 2004

• Now widely used in many safety-critical industries 

- Offshore Oil & Gas (Cullen 1990), Defense, Medical, 

Transportation (Road, Rail and Air), Nuclear

• Increasing usage in the U.S. 

- FDA – Infusion pumps

- FAA – UAS operational approval, performance-based 

regulation

- NRC – Nuclear waste disposal

• Defense aviation

- Military aircraft, largely in UK and Australia

- NAVAIR

• Civil Aviation

- By ICAO for RVSM implementation over Africa, Asia

- EUROCONTROL

- JARUS – UAS 

• Automotive 

- ISO 26262 Functional safety

- ISO 21448 Safety of the intended functionality 

- UL 4600 Safety of autonomous products

• NASA

- Objective Hierarchies

- Risk-informed Safety Cases
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Safety (Assurance) Case

• Comprehensive, auditable, safety risk management artifact

• Authoritative record that

- Safety risks have been identified, are well understood

- Processes and mechanisms in place for risk reduction 

‣ Driver for development

• Explicit claims and evidence connected by rationale (argumentation)

• Properties

- Compelling, comprehensive, convincing, valid, justifiable, defensible, … 
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Capturing a Variety of Rationale

• High-level decomposition of 
assurance objectives

• How specific claims made about the 
system follows from the evidence 
supplied

• Verification is appropriate, evidence is 
relevant, hazard analysis is 
comprehensive

• Sub-requirements imply parent 
requirement

• Justification of quantification

• Counterarguments and how they are 
managed

• Substantiation of assumptions about 

- System, environment, its operations

- Supporting analysis, design, verification

• Clarification of the context for claims 
and evidence

• Independence of mitigations

• Single software failures do not lead to 
system failure

• ALARP / ASARP
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NASA Usage: UTM

• UAS Traffic Management (UTM)

• Series of Beyond Visual Line of Sight (BVLOS) Safety Cases

- Transit operations

‣ Alaska, MIZOPEX / Oliktok for Earth Science Division

‣ Alaska, Wainwright for 3rd party in UTM

- UTM 

‣ TCL2 (Crows Landing Airfield CA93) – Enabling multiple VLOS and BVLOS UAS 
flights in a defined operating region with ground-based radar

‣ First BVLOS flight approved by FAA in National Airspace System

‣ TCL2 (Reno-Stead Airport RTS) – Enabling multiple VLOS and BVLOS UAS flights 
at non-towered airport with general aviation, using ground-based radar

• Risk-based Safety Assurance

- Safety measures commensurate with risk posed

‣ CONOPS, Vehicle, Area
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Outsourced

FAA Approval

FAA Approval

Transferred 

to Reno



UAS 
and 
UTM 

Safety
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Methodology
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Methodology
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System simulation

Coverage / validation of assurance argument 

Assessment of system / safety performance indicators

Operational testing Monitoring

Tracing and Impact Analysis

Evaluation, risk-

based decisions

Linking operational anomalies and 

performance violations to hazards

Design alternatives, 

Objectives, Criteria

Design 

choices

• Risk & assurance impact

• System & assurance case 

updates



Core Safety Case Components

• Explicit statement of safety assurance 
objectives

• Heterogeneous evidence

- Datasheets, design and analysis, verification, 
operational testing,…

• Structured argument

- Capturing rationale why evidence supports the claims 
made

- Framework to incorporate many standard kinds of 
evidence and analysis.

• Additionally,

- Safety architecture providing a risk basis 

- Hazard log and hazard analyses

- Evidence model 
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Heterogeneous Evidence
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Safety

Safety Case

NPRs, NPDs, Standards

Manufacturer datasheets

Operational testing

Calibration experiments

System/SW safety analyses

Event probabilities and severities, 

Mitigation reliability, integrity and effectiveness, 

Chains of causality

Mathematical theory

System/SW V&V

System/SW safety analyses

Operational tests

Manufacturer datasheets

Calibration experiments

Hazards, Recommended mitigations, 

Requirements, 

Assurance objectives and claims

Support for assurance objectives and claims

Context for assurance rationale

Assumptions and Justifications



Models & Notations
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Safety

Safety Case

Goal Structuring 

Notation (GSN) 

based graphical 

model

Bow Tie Diagram 

(BTD) based 

barrier models

Tabular 

models



Goal Structuring Notation
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Example
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Ground-based surveillance 

adequately avoids intruding aircraft 

in the transit airspace corridor

Acceptable technical implementation

Equipage for altitude telemetry

Mode-C Transponder



Example
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Ground-based surveillance 

adequately avoids intruding aircraft 

in the transit airspace corridor

Acceptable procedures and procedure implementation

Deconfliction 

procedures acceptably 

separate aircraft
Acceptable operator-

directed avoidance

Concrete operating procedures

Constraints on operating plan and schedule

Air traffic radio communication as a 

deconfliction procedure

ATIS 

system



Models & Notations
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Safety

Safety Case

Goal Structuring 

Notation (GSN) 

based graphical 

model

Bow Tie Diagram 

(BTD) based 

barrier models

Tabular 

models



Barrier Models

• Scenario-based, event-chain model of risk
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Event chain / accident trajectory

✹ Barrier compromise/breach

Loss of 

Control

State

Threats / 

Causes / 

Initiating 

Events or 

States

Accident / 

Loss / 

Harmful 

States or 

Events

Prevention Barriers Recovery Barriers

✹
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✹
✹

Hazard



Bow Tie Diagrams
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Example Bow Tie Diagram – Loss of Separation
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Risk Analysis with Barrier Models

• Concepts of barrier and control integrity

- Probability that barrier performs the required 

safety function (under all stated conditions, 

within a stated time) 

- Equivalent to reliability if all barrier/control 

functionality impacts safety

• Risk computation

- Path probability as joint probability of events on 

a path

‣ Threats, barrier breach events

- Probability of an event with multiple source 

paths using inclusion-exclusion principle

- Probability propagation from threat to 

consequence

• Assumptions

- Both barriers and constituent controls 

assumed (designed) to be independent (in their 

failures)

- Threats are independent

- P(Top event | Threat, No Barrier) = 1 

• Severity propagation from consequence 

to threat

- Worst-case severity considered

• Risk as a combination of probability and 

severity → Risk Matrix

- Risk levels for events selected from risk matrix
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AdvoCATE: Assurance Case Automation Toolset
• Hazard analysis and risk 

assessment

• Safety and assurance 
requirements capture

• Structured argument 
development

• Safety architecture 
development

• Evidence management

• Measures, metrics, 
indicators

• Traceability and consistency
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Hazard Log
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Requirements Log
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Evidence Log
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Run-time 

Evidence

Design-time 

Evidence
RuntimeAUVState

Purpose:

Type: data 

Version: 0.0

Status: pending

Evidence 

dependencies

Run-time Condition



Measures, Metrics, and Performance Indicators

• Measures: Directly observable 

parameters of the system or 

environment

• Metrics: Computed value 

based on measures and other 

metrics

• Indicator: Target value that a 

metric reaches in a given 

duration

- Safety performance indicators
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Visualization of Metrics and Indicators
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Performance indicators table

Metrics Visualization, connected to Simulations



Conclusions

• Development of end-to-end assurance 

methodology and tool support

• Core assurance case concepts

- Argumentation

- Hazard analysis

- Requirements

- Barrier models

• Closing the loop between design and 

operations

- Monitor indicators during design and operations

- Maintain consistency of (dynamic) indicators and 

(static) arguments

- Generate tasks: update/review

• Advanced assurance case concepts

- Ontology integration

- Queries, views

- Pattern instantiation and composition

- Round-trip engineering

• Model-based mission assurance

- Collaborative development and review

- Version control

- RESTful API: add, modify, query

‣ Synchronization with evidence/external artifacts

‣ External tool integration: import/export
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