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Short Abstract 
This proposal focuses on cybersecurity as a key element on energy system resilience. 
The energy transition is deeply transforming the electricity system. This change does 
not only affect the share of sources and the competitive structure of the market. It 
has also consequences for the management of the system, introducing new 
vulnerabilities that may be exploited by cyberattacks. Cybersecurity (CS)regulation 
is advocated by literature for the electricity sector due to market failure, but lack of 
information may result in bad regulation.  

This paper is focused on the estimation of the value of cybersecurity for citizens, 
which is important to assess priorities and to avoid overinvestment, with 
consequences on the cost of energy.  
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We will adopt a discrete choice experiment approach to elicit the value of CS for 
respondents who probably do not have competencies nor experience to express 
directly a value. Results are based on a wide survey on a sample (770 respondents) 
representative of the Italian population, administered in December 2024.   

The survey data-base , which includes also data on the place where the respondent 
lives, will be complemented with geographical information. Particular attention will 
be given to the spatial aspects of the problem, both verifying if WTA varies in 
different geographical data (macro-areas, regions) or types of territories (inner 
areas, urban vs rural areas). The influence of space-based variables, such as quality 
of service indicators, malcontent indicators, institutional quality descriptors, will be 
assessed as well. 

 

 

Extended Abstract 
The energy transition is deeply transforming the electricity system. This change does 
not only affect the share of sources and the competitive structure of the market. It 
has also consequences for the management of the system. As is well known, 
electricity networks have technical characteristics that affect this management; the 
main one is the necessity to have a real-time balance of electricity injected and 
consumed. The energy transition is making the structure of the system much more 
complex respect to the times when electricity was produced and sold through 
vertically integrated utilities: many different actors, multidirectional flows, new 
consumption patterns with great variability. Even though the electricity system is 
designed so as to be resilient even in case of unexpected events, this complexity may 
cause vulnerabilities, and these vulnerabilities may be exploited by cyber-attackers. 
Cybersecurity is a continuously changing problem, since menaces are quickly 
evolving. Cyber attackers update constantly their attacking methodology and, to 
overcome the system defence, have to exploit situations in which the system is 
“weak”, such as the imbalances that are often to be afforded in the management of 
renewables. The increased risks in turn asks for new defenses and generate the need 
for investments in cybersecurity. 

The provision of the good “cybersecurity for the electricity system”, in specific when 
critical infrastructures are involved, is undermined by several market failures, so 
literature widely recognizes the importance of regulation or of some public 
intervention to guarantee such an important service. The perfect allocation of 
expenses is not necessarily market driven, but it is also difficult to determine from 
the policy maker’s point of view.  Evidence on the value for households to be 
protected from blackouts caused by a cyberattack or from a violation and exposure 
of personal data could help their task. 

The paper that we will present will be based on a wide survey designed to infer this 
value from citizens’ preferences.   



Since it is difficult to evaluate the value of a good that is not exchanged on a market 
basis, the research relied on Cost Benefit Analysis (CBA) methodologies aiming at 
solving these problems. The value of non-market goods can be derived thanks to 
surveys to a representative sample with ad hoc techniques to assess the Willingness 
to pay (WTP) an amount of money in order to be able to use a non-commercial good 
or the Willingness to accept (WTA) an economic compensation in case a good cannot 
be enjoyed. WTP and WTA can be evaluated through two main types of survey 
methodologies: the Contingent evaluation, in which direct questions are asked 
about the WTP and/or WTA for a non-commercial good, or the Discrete Choice 
Experiment (DCE) approach, in which the respondent is asked to choose between 
specific scenarios, always involving the good in question. In the specific case of this 
project, the work involves the use of a choice experiment method to evaluate the 
value assigned by users of the electricity network to a blackout caused by a 
cyberattack, through the acceptance of monetary compensation in terms of a 
discount on the electricity bill, therefore using the WTA as an evaluation tool. The 
monetary value is assessed through the answer to specific questions related to 
different scenarios involving the studied problem. 

In specific this experiment aims to evaluate the value attached by users to the 
possibility of incurring in electric power blackouts caused by a cyberattack and the 
possibility of incurring in a breach of personal data, again due to the activity of cyber 
hackers. 

The interviewee is presented with a set of scenarios relating to a blackout hypothesis 
that corresponds to a possible economic compensation in the electricity bill. The 
scenarios can vary by combining duration, time and level of compensation 
differently. The experimental design involves combining the use of both the within-
subject approach (each individual is asked to respond to multiple scenarios) and the 
between-subject approach (different groups of individuals are proposed different 
scenarios). In this way it is possible to obtain answers to a wide variety of scenarios 
without making the questionnaire too long and repetitive (each individual gives his 
opinion on a limited number of scenarios). The variety of scenarios, with many 
combinations of duration, time and compensation, is functional to obtain the 
information to estimate the value attributed to the protection from the cyber-attack 
that prevents the blackout and modulate this value with respect to the 
characteristics of the blackout itself. The DCE allows to elicit the value of a good on 
which the respondent has no direct experience and appreciation. The interviewee 
faces some hypothetical tough realistic situations and has only to accept or refuse 
the situation described. The value of the non-traded good is estimated later through 
econometric models.  

The questionnaire included also some questions able to depict the respondent’s 
features, his awareness of the problem, is dependence from service continuity, along 
with his geographical position. This section of the questionnaire involves questions 
on the characteristics of the electricity service user: number of people, the standard 
of living, the average value of the bill, the presence or absence of electrical 
equipment for which a blackout could be critical, plus a set of questions aimed at 



depicting digital literacy.  Inequalities in the digitalization of territories and in the 
digital skills of citizens may affect also the awareness of the importance of investing 
in cyber-defense and resilience. This information will be used to build variables that 
can affect the WTA.  

Particular attention will be given to the spatial aspects of the problem, both verifying 
if WTA varies in different geographical data (macro-areas, regions) or types of 
territories (inner areas, urban vs rural areas). The influence of space-based variables, 
such as quality of service indicators, malcontent indicators, institutional quality 
descriptors, will be assessed as well.  

We will analyze the results of novel data we collected in December 2024 through a 
survey. The sample, stratified following the structure of the Italian population, 
includes 770 valid responses.  
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