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Abst ract  
Energy systems, such as electric power networks, are increasingly digitalized. In consequence of 
this fact makes the concern for cybersecurity is constantly growing. The implications of 
cybersecurity, data protection and digital sovereignty are many: economic, political and social. Aim 
of this work is to investigate the economic value of cybersecurity, and in particular its spatial 
implications, through an apt methodology that takes in account its specific features. From the 
methodological point of view this work relies on a choice experiment: choice experiments belong 
to the general group of Cost-benefit analysis methodologies, and more in specific to Stated 
preferences methodologies. The present one is based on a wide Italian sample of 770 respondents. 
The sample is balanced in terms of age and geographical macro area. Besides questions 
investigating the socio-economic and demographic features of the interviewees’ households, two 
sections contain the core part of the survey. The first one of the two presents to each interviewee 
four scenarios inquiring the will for monetary compensation in change for a blackout of a defined 
length of time that may incur. In turn, the second one presents to each interviewee three scenarios, 
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relative to the choice of receiving a monetary compensation in change for a data theft of different 
gravity. The obtained data have been analysed with the aid of an econometric analysis following a 
utility function approach. Acceptance rates vary strongly between the different scenarios. High 
acceptance rates are obviously related to the combination of highest compensation and the lowest 
level of disturbance in terms of blackout or data theft. In general respondents are sensibly less 
willing to accept a data theft scenario with respect to the case of a blackout. Coming to the 
econometric analysis, in the simplified model the only statistically significant variable is the age of 
respondents. A more refined model introduces regional characteristics variables. In this case black 
out data show that geographic peculiarities do not influence significantly the attitude towards the 
risk of blackout, notwithstanding the Italian regional characteristics. Generation divide is the only 
relative gap emerging from survey data. Regarding data theft scenarios, the variables that play a 
strongly significant effect are those measuring previous internet use and data theft experience. 

 

1. Int roduct ion 

In a liberalized market, the security of power supply requires effective regulation (Rodilla 

& Battle, 2012). Moreover, in recent years, the attention of policymakers and researchers 

has increasingly shifted towards the topic of cybersecurity, which has become a relevant 

concern from either social, economic and political perspectives (Dunn Cavelty & Wenger, 

2020). Indeed, the electricity system is an example of sector where the risk of 

cybersecurity manifest significantly, with several interconnected infrastructures which are 

critical to economic development. 

First, electrical grids are highly interconnected, and an event occurring locally may easily have 

wider consequences elsewhere. Moreover, companies that sell electricity possess their customers’ 

personal data, which can lead to specific economic challenges relevant to cybersecurity. 

Measuring the value of (cyber)security is however a complex challenge, since cybersecurity is not a 

good traded on the market at a price. Cybersecurity is embedded in electricity provision, ensuring 

not just delivery but also protection from cyber threats. Since consumers are often unaware of its 

presence and unable to assign it an economic value, indirect methods are needed to reveal 

preferences and estimate its worth. 

Building on these premises, this paper aims at measuring the value of cybersecurity in the 

electricity sector integrating two different but complementary perspective: avoidance of service 

interruption (blackouts) and data protection (avoidance of data theft). Using a choice experiment, 

we collect data on a sample of 770 Italian individuals, stratified in terms of age and geographical 

area, using the Qualtrics survey platform. Such dataset not only allows to estimate an average 

value of security, but also enables to investigate whether such value may be affected by individual, 

household, and territorial characteristics. 



Results suggest that the perceived value of data protection is higher than the perceived value of 

avoiding power outages. 

 

 

5. Preliminary conclusions 

 

Estimating the value of (cyber)security in the context of an essential service like electricity 

supply remains a particularly complex challenge. As cybersecurity is not a stand-alone 

good traded on the market, its value cannot be directly observed or easily measured 

through conventional economic approaches. Consumers recognize its importance, yet 

lack the awareness or technical understanding to assign it an explicit economic value. 

Previous literature about electricity security is relatively rich when it comes to the 

measurement of the value of avoiding a power outage, while the results are usually 

contingent on temporal and geographical factors (e.g. Carlsson et al., 2021). At the same 

time, the effects of a cyber-attack may not limit to the interruption in the use of electricity, 

but can extend to other interconnected infrastructures (Vennemo et al., 2022) as well as to 

the violation of personal data managed by the electricity providers. This paper contributes 

to this field of literature estimating the value of cybersecurity in the electricity sector from 

two complementary perspectives: the avoidance of service interruption (blackouts) and 

the protection of personal data (avoidance of data theft). Using a choice experiment 

conducted on a representative sample of 770 Italian individuals, stratified by age and 

geographical area and administered via the Qualtrics platform, we estimate individual 

preferences and willingness to accept a compensation for scenarios involving either a 

blackout or a data theft. 

The results indicate that, on average, participants assign a higher value to data protection 

than to the avoidance of power outages. This finding suggests that citizens are 

increasingly aware of the risks associated with misuse of personal data, and may consider 

digital security as a core component of service quality in the energy sector. Moreover, the 

unique dataset allows to investigate the way the estimated value of security may depend 

on several individual, household and regional characteristics. As to the protection from 

blackout, age is a significant factor, with older individuals placing greater importance on 



it. In the case of personal data protection, interestingly, individuals who already 

experienced a data theft is more willing to accept compensation. This might suggest that, 

at least partially, the individual preferences are affected by the fear of the unknown.  

The authors are aware of several limitations. First, some econometric analyses are still 

preliminary and need to be refined. Second, the study involves only one country (Italy), 

although with the possibility to investigate widely heterogeneous territories with the 

country itself. Future studies may include additional countries and compare the results. 

Another potential limit is that, while in the context of blackout scenarios the levels of 

proposed discount have proven to be polarize the preferences, in the case of data thief an 

increase in the upper limit of discount may have resulted in better estimates.  
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