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Healthcare remains the #1 attacked industry and one of the least 

prepared to deal with a breach 

Average cost of a breach in SA – US$ 3,21m up from US$ 2.14m*

Most common type of record compromised – Customer PII 44%*

Average duration to detect and contain – 287 days*

Average loss of business accounts for – 38% of total cost*

75% of companies were hurt by a ransomware attack, up from 

61%**

When faced with a ransomware attack, 64% of companies paid 

the ransom, yet nearly 4 out of 10 of them failed to recover their 

data.**

89% of healthcare organizations have experienced a data breach 

involving loss of or theft of patient data.

*IBM – Cost of a data breach report 2021

** Mimecast – State of email security 2022







What does it cover

Incident 
Response

• Incident triage 
• Data and system 

recovery
• Forensic investigations
• Legal guidance 
• Crisis management 
• Notification costs
• Remediation services
• Cyber extortion

Financial 
Impact

• Business interruption
• Increased cost of working
• Fines and penalties

Liability

• Defence and settlement
o Compromised data
o Environment used to 

cause damage to 
others

• Digital media liability



• Network security breach

• Privacy breach

• Includes:

• Corporate espionage

• Cyber extortion

• Denial of service

• Downstream attack (your environment damaging others)

• Hacking

• Insider and privilege misuse (internal and service provider)

• Malware

• Physical theft and loss (devices and hard copy data)

• Threats posed by a 3rd party access or usage of 3rd party 

systems

Cyber insurance - Broader than you’d think



Closing Thoughts

Cyber crime is on the rise and SA is not immune

POPIA and GDPR

Hacking is indiscriminate

No security is infallible

Disgruntled staff and accidents can trigger an 

incident

Can’t pass the buck, you remain the data custodian

Damages can be significant, directors are exposed

Effective incident response is key



thanks!

Any questions?

musawenkosik@itoo.co.za
011 351  5378
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