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Presentation Abstract

ISO/PAS 8800 is a publicly available specification for the use of “Al
systems”. Although developed for the automotive industry, most of its
technical content is useful across a broad range of technical domains
including aerospace. This specification is pivotal because it addresses the
unique challenges of managing safety risk for Al systems in a way that is not
simply a patch-like accommodation of Al within a conventional approach.
Many technical sectors are actively seeking to close the wide gap between
functional safety standards and the use of Al in high assurance systems.
However, ISO/PAS 8800 stands out as a significant step forward. It could be
used outside the automotive industry as an interim measure and inspiration
for future standards and other forms of published guidance.
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How is AUML different?

Non Al/ML Al/ML
= Functional safety * ML Models are generated
requirements are by ML algorithms from
specified training data

= Confidence depends
heavily on adequacy of
testing (in the absence of
specified requirements)
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= Design, implementation
and V&YV is based on
specified requirements
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Other considerations

= With AI/ML expect the pace
of software changes (e.g.,
ML models updates) to
accelerate from years to
months or even weeks

= Conservative risk adverse
mindset of traditional safety
assurance is at odds with
“move fast and break
things” culture of Al/ML
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Established
guidance based
on correct
Implementation
of functional
safety
requirements
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ECSS-Q-ST-80C Rev.1 NASA NPR 7150.2D
15 February 2017 Procedural Effective Date: March 08, 2022
! Expiration Date: March 08, 2027
Requirements
COMPLIANCE IS MANDATORY FOR NASA EMPLOYEES

R )

Subject: NASA Software Engineering Requirements

ECSS-E-ST-40C Rev.1
30 April 2025

@ NASA TECHNICAL STANDARD NASA-STD-8719.13C

National A, ics and Space Administration Approved: 05-07-2013
Washington, DC_20546-0001 Superseding NASA-STD-8719.13B

EUROPEAN COOPERATION

E

FOR SPACE STANDARDIZATION

SOFTWARE SAFETY STANDARD

Space engineering

MEASUREMENT SYSTEM IDENTIFICATION:
NOT MEASUREMENT SENSITIVE

Software

ECSS Secretariat

ESA-ESTEC

Requirements & Standards Section
Noordwijk, The Netherlands

Copyright Critical Systems Labs



ECSS-E-ST-40C Rev.1
30 April 2025
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FOR SPACE STANDARDIZATION

Space engineering

Software

ECSS Secretariat

ESA-ESTEC

Requirements & Standards Section
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Software architectural design

Transformation of software requirements into a
software architecture

ECL5-E-5T-40_0B60059

a. The supP]ier shall transform the requirements for the software item into
an architecture that:

m) .

L

describes its top-level structure;

identifies the software components, ensuring that all the
requirements for the software item are allocated to its software
components and later refined to facilitate detailed design;

covers as a minimum hierarchy, dependency, interfaces and
operational usage for the software components;

documents the process, data and control aspects of the product;

... and with a similar requirements centric approach to
design, implementation, verification and validation
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Perception
Localization
Motion Planning
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ISO Standards for Automotive Safety

INTERNATIONAL ISO
STANDARD 26262-6

Road vehicles — Functional safety —

Part 6:
Product development at the software
level

VENCURL PpDers = SO0urDE oncTonnelt -
Porte 6 Deveioppement Ga produil s rveen &y Jogioe

Functional safety

Pefervece sumde
150 362634203 8(T)

o0 N

2011, 2018

PUBLICLY ISO/PAS
AVAILABLE 21448
SPECIFICATION

Road vehicles — Safety of the intended
functionality

Véhicules routiers - Sécurité de la fonction attendue

Intended Functionality

Reference number

AT IS0/PAS 21448:2019(E)
h~ -

®150 2019

2019, 2022
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(e e Publicly
%9 Available
Specification
ISO/PAS 8800
Road vehicles — Safety and artificial | First edition
intelligence 202412

Viicules reatiors — Sécaritd ot Intellipence artificielle

Artificial Intelligence

Reterence rumbes
SOPAS $8002024(en) © 50 2024

2024
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Is the specified functionality
adequately safe?

1ISO 26262

Functional Safety Is the specified functionality

correctly implemented?

0]
ISO 21448 B, Does the system adequately
Safety of the dd the f £ lit
Intended aadress tne functionality
Functional insufficiencies of system
- elements?
'S% PSASf ?800 S Can decisions made by the Al
alre
J system be trusted?
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ISO/PAS 8800

150 Available
« . . . . . Specification
... It is not possible to provide detailed
requirements on the process or product
characteristics required to achieve an acceptably 150/PAS 8800
low level of residual risk associated with the use e

of Al systems”

“.. this document focuses on the principles that
support the creation of a project-specific
assurance argument for the safety of the Al
elements within on-board vehicle systems”
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Argumentation

Evidence

Copyright Critical Systems Labs



“Lego Blocks” for Making Arguments

CiiHH#

A claim forming part of
the argument.

[CJLAIM

IR#H#H#

A rule outlining how to
combine siblings in
support of the parent.

[IINFERENCE

Xt

Contextual information
needed to increase
understanding.

CONTE[X]T

DiHH

A potential doubt within
the argument.

[DJEFEATER

Egzs

Description of
supporting data or
evidence.

[E]VIDENCE

[R]ESIDUAL

COMPLE[T]E
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Sttt

An outline of the
argumentation strategy
used for sub-arguments.

[S]TRATEGY

ATHHHE

A statement assumed to be
true, without further
argumentation.

[A]SSUMPTION

[UINDEVELOPED
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pose exumate i condence e % What do | want to claim? ]
uncerizinty bounds associated with the

estimate will bound the actual pose of the

N T e

= How can | prove this? g What sub-claim can |
% make about the

5 ::_‘ Y 2 50004
Argue over the high-level components of

SN TR

the localisation system Softwa re?
/ C0005 X0006
cooo2 s - The software implementation of the “Reliable” means that when high confidence
The sensors produce reliable data :I'he ETEEE R TR ORI E L localisation algorithm produces a reliable is indicated, the data may be used to make
o output safety-critical decisions.
[ How can | prove this? E 4 l
s0007
Argue over the design, implementation and
testing of the software
coo1o Coo0s Ccoo23
The software is implemented in accordance The localisation software is well-designed The software has been tested according to
with best practices and relevant standards to produce a reliable output best practices and relevant standards
What Can I Clalm abOUt the g:euzdisi n uses well-established poo1a
. - " _g - ) Unless the sensor inputs are inconsistent W h at d O u bts
I b I t f th .I:t ? ("proven”) algorithms
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7 do | have?
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N\ Co028

The design includes plausibility checks

How is this doubt addressed

by the design? 8

What evidence
Soﬁwafzu:::?liteclure d O I h ave f)
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Yesterday in Session 3

Product Assu

Session Al-based T¢g
3 15:40 16:00 Health Moni
Safety-Critici
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C1007
If the Al-based monitor fails to report an
anomaly (false negative), safety risk is
minimally increased.
01000 D101 Defeaters give
Unless the monitor’s failures cause the Unless the Al-based monitor's good o
operator to distrust the Al and ignore performance causes the human operator to reasons tO doubt a
legitimate problems in the future become complacent and ignore other signs = %
- of anomalies claim is true.
<1> ;
c10158
REQ-013 - The Al-based monitor shall c1013@
output an indication of its degree of REQ-011 - Operators shall be exposed to
confy in the de d ly Al failures during training
Evidence Supporﬁng REQ-014 - The human interface shall
— s £ display the confidence output by the Al-
the claims in the based monitor to the operator

argument.

E0105
Al Telemetry monitor design documentation

E1019
Operator Training Matenals

D1018
‘ Unless the confidence output by the Al-

. 1s inaccurate such that the
operator learns to overtrust or undertrust the
system

Training
Manual

Undeveloped: Argument rebutting this
defeater is a work in progress.
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Real-world Example — CERN LHC MPS

soo0NR
Critical Systems Labs

Strategic Insight for Safety

LHC Machine Protection System
Assurance Case

In collaboration with CERN, researchers at the University of
Toronto, McMaster University, and Critical Systems Labs have
developed a public demonstration of an ‘assurance case
argument’ (AC) for the Large Hadron Collider (LHC) Machine
Protection Systems (MPS).

A top-level claim about the MPS is supported by a structured
argument represented via Eliminative Augmentation (EA), a
variant of the well-known Goal Structuring Notation (GSN). EA
involves the explicit representation and reasoning about
potential doubts within the argument, in order to effectively
eliminate or address them.

This AC argument is made publicly available for researchers in
EA methodology and practitioners interested in applying AC
methods to large complex systems.

The entire argument consists of more than 500 “nodes” covering
four main components of the MPS, namely, the Beam Loss
Monitoring System (BLMS), the Beam Interlock System (BIS), the
Beam Dumping System (BDS), and the Safe Machine Parameters
(SMP) System.

A representation of the argument has been automatically
generated from the AC software and is displayed in the following
pages. Further, the basic structure of the argument can be seen
in the corresponding .CSV file, which was automatically
generated from the original .JSON format representation of the
argument.

Page 1 of 119

https://cds.cern.ch/record/2854725
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Useful Across Multiple Technical Domains
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L] “ ,, L] L] L]
Applicable to “Al systems” with relatively little
5¢ e tent uni t t tive, f |
by content unique to automotive, for example ...
Specification
" 1SO/PAS 8800:2024(en)
¢ Rt
T.-\om.'-._-;- .:.---:l_-ﬂ mpifal seldriion N
Untralmed Al
madel, paras |- ?fram:ter or I:]i'.wr- T3 Discn o o DaTormnc
|SO/pAS 8800 | E\T::::::m] — parameter mod|fcations | J a.‘gllgm::un.:jlela:.lur.
" tal - | eapa s Y prouems
ﬁ:;::’h\;:::‘i::‘cs — Salfcly and artificial ;g;‘iﬁ?&llon . _1_ j. ;Illlai-élzl:l.rl.nortf .-_T’:L::'_:?:;
Véhiculer reatiers — Sécunité ot inteligence crtificielle A ¢ I
L Mo [
[ f____} [ e
Tralned Al
model, para- Pasg/zll Ves
meters, and Al test | pass
hyperparameters <>
- | __T |
| walbdarthe Al valldatton '::_ _-_\-\:‘
dataset Valldated Al
“m':!:*::: and - e
\yperparamers) | |
—_ Jlo i
Al tast
datesat
SOPAS $5003024(en) © 50 2024
Figure 11-2 — An example supervised learning flow
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Other High Assurance Technical Domains

EUROPEAN STANDARD EN 50716
b ol o CONSIDERATIONS

ICS 35.240 60 ?&%ﬂﬁ:?&ﬁﬁg%ﬁz:{:g&ggﬁcmw FOR DEVE LOPI NG
m— ARTIFICIAL
o ) INTELLIGENCE

Railway ications - Req for software P

N R SYSTEMS IN

NUCLEAR
APPLICATIONS

Roadmap for Artificial Intelligence

Safety Assurance CENELEC SEPTEMBER 2024
European Commnittee for Electrotechnscal Standardization. T —
Coaute Evropeen de Normalisation Electrotechasque. o
Europsisches Komitee fir Elektrotechnische Normnag Canadian Nuclear Safety Commission I*I :
UK Office for Nuclear Regulation ONR )
CEN-CENELEC Management Centre: Roe de i Science 23, 1040 Brussets Canadit

US Nuclear Regulatory Commission

©2023 CENELEC Al ights of explosation in any form and by any means reserved workdwide for CENELEC Members
Federal Aviation
Administration Ret No. ENZ0T102023 €

Aerospace Rall Nuclear
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Conclusion

Dictionary

piv-ot-al
[ pivadlf
adjective

of crucial importance in relation to the
development or success of something else.

Publicly
Available
Specification

ISO/PAS 8800

Road vehicles — Safety and artificial
intelligence

Véhicules routiers — Sécurité et intelligence artificielle

Reference number
ISO/PAS 8800:2024(en)

First edition
202412

® 150 2024
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ECSS-Q-ST-80C Rev.1
15 February 2017

COMPLIANCE IS MANDATORY FOR NASA EM|

Subject: NASA Software Engineering Requiren
Responsible Office: Office of the Chief Engineer

@ NASA TECHNICAL STANDARD |~ NASA-STD-§

National Aeronautics and Space Administration
Washington, DC_20546-0001

SOFTWARE SAFETY STANDARD

MEASUREMENT SYSTEM IDENTIFICATION:
NOT MEASUREMENT SENSITIVE

NASA NPR 7150.2D
Procedural Effctive Date: March 08, 2022
Requirements =

.

ECSS-E-ST-40C Rev.1
30 April 2025

EUROPEAN COOPERATION

FOR SPACE STANDARDIZATION

Space engineering

Software

ECSS Secretariat

ESA-ESTEC

Requirements & Standards Section
Noordwijk, The Netherlands

@

Publicly
Available
Specification

ISO/PAS 8800

Road vehicles — Safety and artificial
intelligence

— Sécurité et intellig rtificielle

Reference number
ISOJPAS 8800:2024(en)

First edition
2024-12

© 150 2024
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Interim
solution
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For more on ISO/PAS 8800 and Al Safety

to Drive Development

Utilizing an Assurance

Assessment

Copyright Critical Systems Labs

Publications and
whitepapers available
on the “perspectives”
page of our website at
www.cslabs.com
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