Colonial Pipeline
Ransomware Attack
Are you ready for when
happens here?






https://www.youtube.com/watch?v=cQR-oOVV1Yw
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Case Study:
Colonial Pipeline

% Cybersecurity Attack

Ben Bolton
e Office of Energy Programs



Introduction

Colonial Pipeline

e Builtin 1963

e Begins in Houston, TX

e Runs 5,500 miles
Supplies 7 major airports
Ends in New York harbor
Transports 100 million
Gallons per day
Moves ~ 4.5 mph
>45% East Coast fuel supply
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The Situation

On Thursday, May 7, 2021, Colonial Pipeline announced a shutdown of its main
gasoline and its distillate pipelines, citing a network incident on their corporate
business network.

Ransomware attack by cybercrime gang, Darkside.

The attack targeted Colonial’s business systems, not the operating system.

In an abundance of caution, Colonial shutdown the pipeline as well.

Vulnerability was traced to a former employee’s personal password he had
previously used for his VPN password at Colonial.



The Situation

The result of the shutdown:
o A significant shortfall in fuel terminals across the East Coast
o Widespread fuel shortages at retail gas stations in Southeast and Mid-Atlantic
o Panic buying of fuel and using non-traditional, unsafe vessels

COVID-19 pandemic: pent up domestic travel demand after first wave of vaccines
Truck drive shortage compounded by the pandemic.

Colonial Pipeline indicated they would not pay the $5 million ransom, which created
uncertainty as to the duration of the fuel shortage.



Initial Response

- Friday, May 7

Colonial Pipeline becomes
aware of a ransomware attack at
approximately 5:30 AM ET.

Colonial Pipeline proactively takes
all digital systems offline to contain
the threat, suspending all service
operations to the system.

Colonial Pipeline retains and
engages a leading cybersecurity
firm. who begins its investigation.

Colonial Pipeline notifies the FBI
and alerts the U.S. DOE, DHS and
DOT.

Colonial Pipeline issues firm
statement, confirming the
occurrence of a cybersecurity
incident

_ oo

Saturday, May 8

Colonial activates 1ts Incident
Command Team,

Colonial Pipeline conducts 4,200
miles of manual drive or walk-by
safety monitoring of the main
system,

Pipeline monitonng takes place
through increased Right-Of-Way
flights.

Colonial Pipeline continues to
deploy end point detection on its
syslems,

o

Sunday, May 9

Colonial and its cybersecurity firm
continue its investigation and Colonial
clears portions of the pipeline system
prepare to come online.

Colonial Pipeline's operational team
begins development of a system restan
plan and resumes operations at some
lateral lines between terminals and
delivery paints.

Colonial Pipeline leadership briefs
Department of Energy and White House,

U.S. DOT Federal Motor Carrier
Administration Issues Temporary Hours of
Service Exemption

Colonial Pipeline provides an updated
statement regarding operational progress
on its website







The Challenge

e Policy Considerations e Public Information
o State of Emergency o Panic buying
o Pros/cons of declaration o Social media impacts
o Different state to state o COVID-19 influence
o Transportation waivers
o Weight restrictions e Internal Messaging to Employees
o Hours of service o Consistency in messaging
o Expect information to become
e Government Operations public quickly

o Fuel planning
o Travel restrictions



Hours of Service (HOS) Exemptions and NY

Weight Permitting Authorities for Emergency Relief Supplies
Colonial Pipeline spans more than 5,500 miles, from Houston, TX to Linden, NJ

Commercial motor vehicle operators are advised to check with State permitting offices
for the latest declarations and permitting requirements

77 Raised state route weights; eligible to raise Interstate weights for origin or pass-through
°
f O I | I I O n Eligible to raise Interstate weights for origin or pass-through

Eligible to raise Interstate weights
Y Colonial Pipeline

Emergency fuel haulers exempt from HOS limits in all States on map

™

US. Department of Transportation, Burcau of Transportation Statistics,



Public Information

11 Governor Ralph Northam Retweeted

Virginia Department of Emergency Management @ @VDEM - 2h

Remember when it wasn't a good idea to panic buy toilet paper last year?
Please don't do it with gas now. ¥ This can create spot shortages at

stations, which is what we DON'T want to happen. Colonial Pipeline hopes
to resume normal operations soon.

Please DON'T
panic buy gas.

This can create spot
shortages at stations.

@ TEMA®S @TEMA-2h

Please don't panic buy gas. This can create shortages at stations. Only buy

what you need and NEVER use unapproved containers for fuel.

¥¥ US Consumer Product Safety Cummissinnﬂ' @USCPSC - S5h
Do not fill plastic bags with gasoline.
Show this thread

Governor Roy Cooper @ @NC_Governor - May 11

| have talked today with federal officials including Energy Secretary lennifer
Granholm and we have a full court press to get the Colonial Pipeline back
up and fully operating quickly. Report price gouging and please don't rush
to top off your tanks. — RC

Pinned Tweet
GA AG Chris Carr @ @ Georgia AG - May 11
CONSUMER ALERTIL:

sovkemp has declared a State of Emergency as a resuit of the petroleum
shortage from the May 7, 2021 cyber-attack on the Colonial Pipeline.

CONSUMER ALERT

PRICE GOUGING
STATUTE ACTIVATED

Governor Kay Ivey € @Governorkaylvey - May 11

Spoke w/ @ENERGY earlier re; the #pipelinecyberattack Folks, it should be
operational in a few days. Please do not fill up your car unless you need to
and do not fill multiple containers. Overreacting creates more of a shortage.
Please use common sense and patience! #alpolitics
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Retall Station Outage % by State

Outage %
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The OQutcome

e Restoration of the pipeline 5 days later on May 15, 2021,

e Colonial paid the S5 million ransom

e Gas stations returned to normal after 6 to 8 weeks in most states.

RESEARCH NEWS

Nashville sutfered less
than regional cities
throughout Colonial
Pipeline shutdown
gue to stronger
waterborne petroleum
ACCESS

Vanderbilt University

Research News




Questions?

Ben Bolton

Senior Energy Programs Administrator
Emergency Services Coordinator 12 for Energy
Office of Energy Programs

(615) 306-5908

Ben.Bolton@tn.gov
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Cumberland Mountain State Park, Crossville, TN
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mailto:Ben.Bolton@tn.gov
https://tnstateparks.com/parks/cumberland-mountain

The Situation in
Wisconsin

Megan Levy

Resilience Strategist and Wisconsin Energy
Assurance Coordinator

Wisconsin Office of Energy Innovation
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Wisconsin Petroleum Pipelines

Terminals and Bulk Plants
Petroleum Refineries and Terminals
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Wisconsin Petroleum Shortage Contingency Plan
Summary of Measures

Establish Regular
Check-in Calls with
Petroleum Industry

Notify Key State
Agency Personnel

Brief State
Leadership

Coordinate with
Regional Energy
Offices

Reid Vapor Pressure

Waiver

Reformulated
Gasoline Waiver

Regional Waiver of
Hours of Service
and Weight limits
(FMCSA)

Period of Abnormal
Economic
Disruption

Dyed Diesel Waiver

Even-Odd Fueling

Minimum Fuel
Purchase Plan

Compressed Work
Week for State
Government

Variable Work
Hours for State

< Mild Shortage
Colonial Pipeline
Disruption

Allocation Measures

State Fuel Set-
Aside

Priority End Users
Program

Fuel Points of
Distribution

Federal Fuel &

Generator Support

Bulk Fuel Support

Mobile Fuel Points
of Distribution for
Emergency
Responders

USACE Temporary
Emergency Power
Generators

Government I




Y private Sector Fuel Coordination Group

Purpose

* Convened during emergencies to:
* Obtain industry assessment of the situation
* |dentify ideal response measures

* Pass information quickly (threat info, state
measures, etc.)

* Relay prioritized resource requests to industry

* Convened outside of emergencies to:
e Conduct planning
* Ensure contact information is accurate
* Exercise and interface with local government

Current Represented Organizations

Wisconsin Propane Gas Association
(WPGA)

Wisconsin Petroleum Marketers and
Convenience Store Association (WPMCA)

Cooperative Network
Kwik Trip

U.S. Venture/U.S. Oil
Klemm Tank Lines
Growmark

CHS Inc

E.H. Wolf and Sons
Koch Industries

*OEI



9 public Sector Fuel Coordination Group

Agency

Offices

Purpose

" OEI

Department of Military Affairs

Wisconsin Emergency Management

Emergency response coordination

Wisconsin National Guard

Situational awareness and emergency response

Public Service Commission

Commission Office

Office of Energy Innovation

Energy emergency response coordination and energy
supply monitoring

Department of Agriculture Trade and
Consumer Protection

Division of Trade and Consumer Protection

Monitor price gouging, announcement of period of
abnormal economic disruption

Bureau of Weights and Measures

Reformulated Gasoline (RFG) variances
Reid Vapor Pressure (RVP) variances and EPA waivers

Department of Natural Resources

Air Quality

Reformulated Gasoline (RFG) variances
Reid Vapor Pressure (RVP) variances and EPA waivers

Department of Justice

Wisconsin Statewide Intelligence Center

Pass potential threat information and situational
awareness

Department of Transportation

Freight Management and Roadside
Facilities

Roadway status hours of service and weight limit
modifications

Wisconsin State Patrol

Enforcement of variances and waivers
Federal Motor Carrier Safety Administration liaison




SR 5, cOEI
Emergency Requests for Fuel

SEOC Prioritizes

CCriticaI Infrastructure N e

e Tribal, County, or Local Life Saf
Government * Life Safety

* Protection of Property,

Economy, and/or
Environment

\ Receive Requests from
Tribes and counties

N /

The State Emergency Operations Center Logistics Team will
send Fuel Coordination Group members a prioritized list of
requests received by the state. Ideally, this would occur at
the same time every day throughout an incident

Note: Wisconsin does not have a strategic fuel
reserve, therefore the state must coordinate
with private sector fuel providers to fill requests

CFueI Coordination N
Group Members
* WMPCA
* WPGA
e Others as needed

Coordinate With

Private Sector

Fuel Request Spreadsheet
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Y petroleum Shortage Planning Considerations

Relationship with fuel vendors and COOPs

Fuel storage capacity at known fuel sites (Highway shops,

How full do known fuel sites usually keep their tanks?

Fuel burn rates for essential services (law enforcement, firefighting, EMS, sanitation, public
works)

Fuel conservation measures
* Remote work for non-essential functions
* Acceptable delays in service (example: delay garbage pickup one week)
* Even-0Odd fueling
* Minimum purchase plans
* Limiting fill of non-vehicle containers
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Energy Emergency Plan Development Process™

Review existing plan(s) for energy emergency response
\

Identify and invite stakeholders
{

Planning meeting 1 — Discuss effort/assign due outs

|dentify fuel points of distribution — Establish MOUs

Collect due outs and create draft plan

Planning meeting 2 — Draft review and modification

Conduct tabletop exercise

MOU — Memorandum of Understanding



New Transportation Security
Administration Requirements

* The May 2021 Security Directive requires critical pipeline owners and operators
to:

* Report confirmed and potential cybersecurity incidents to CISA;

* Designate a Cybersecurity Coordinator to be available 24 hours a day,
seven days a week;

* Review current practices; and,

* |dentify any gaps and related remediation measures to address cyber-
related risks and report the results to TSA and CISA within 30 days

* July 2021 TSA 2 pushed the rules further — Requires Owners/Operators to:
* Implement specific mitigation measures
* Protect against ransomware attacks and other threats to IT and OT

* Develop a cybersecurity contingency and recovery plan
* Conduct a cybersecurity architecture design review

TSA — Transportation Security Administration
CISA — Cybersecurity and Infrastructure Security Administration
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G Physical attack
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Y Ccybersecurity Implications in Wisconsin

* If it happens here, we focus on:
* Responding to the cybersecurity incident
e Conseguence management

* Cyber Incident Response
* Likely led by private cybersecurity firms with CISA and FBI support.

 State’s goals would be to:
* Understand what is causing the issue and the estimated restoration timeline
 Remediate any impacts at public infrastructure

* Share information with mission partners to enable local response
* Indicators of compromise
e Restoration timeline
* Assessments of impacts

CISA — Cybersecurity and Infrastructure Security Administration
FBI — Federal Bureau of Investigation




Cyber Incident Severity Schema

" OEI

Required Actions

Cyber Response Management Group Level

Cyber Response Management Group Level

EOC Activati
Rating 1 Conference Call 2 Conference Call SEOC Activation
Color Score

0-19 X
Baseline

Description: Highly unlikely to affect public health or safety, State security, economic security, civil liberties, or public confidence.

20-34

X

Baseline
(Minor)

Description: Highly unlikely to affect public health or safety, State security, economic security, civil liberties, or public confi
warrants additional scrutiny.

dence. The potential for impact exists and

35-49

X

Description: Unlikely to

affect public health or safety, State security, economic security, civil liberties, or public confidence.

50-64 X X (potential)
Medium
Description: May affect public health or safety, State security, economic security, civil liberties, or public confidence.
65-74 X X (potential)
High

Description: Likely to result in a demonstrable impact to public health or safety, State security, economic security, civil liberties, or public confidence.

75-89 X X
Description: Likely to result in a significant impact to public health or safety, State security, economic security, civil liberties, or public confidence.
90-100 X X

Emergency

Description: Imminent threat to the provision of an enterprise wise-scale critical infrastructure services, government stability, or life safety in Wisconsin.

SEOC — State Emergency Operations Center
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Want some help with this stuff?

Contact:

Drew Werner

Critical Infrastructure Planner
Wisconsin Emergency Management
Drew.werner@wisconsin.gov
608-888-5348

Megan Levy

Energy Assurance Coordinator
Wisconsin Office of Energy Innovation
Megan.levy@wisconsin.gov
608-266-5054
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Questions?




