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Abstract

To protect information—both individuals’ and corporations’—we
use locks in both the real world and the digital environment. Due
to the non-physicality in the digital environment, digital locks have
appeared, such as numeric and letter-based combinations, the most
common and secure way to perform any online activity. For
additional security purposes, passwords have to be updated every
few months. Clearly, it is true that there is no way to avoid using
those passwords as long as we connect to the digital world. In other
words, users easily get overwhelmed by the plethora of passwords
regarding secure combinations, security questions, and
regulations. Biometric data is permanent and cannot be changed—
you cannot change your biologically innate iris or fingerprint. To
lessen the burden, digital authentication systems apply biometrics
technologies, such as iris scanners or fingerprint sensors on
smartphones. Inspired by ancient signet rings (seals), the author
proposes a speculative art object, Lock at First Sight (2020), a soft
contact lens with a unique marker as a wearable security lock,
which highlights lesser-known vulnerabilities in biometrics. This
object is intended as social and artistic commentary, not as a
functional product proposal for a commercial marketplace.
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Introduction

It has been more than twenty years since the release of the
film, Minority Report (2002). Those who watched the movie
as teenagers have now grown into adults watching it at home.
Digital platforms have evolved into new community spaces
for sharing thoughts, generating discussions, and creating
new auras around subjects within popular culture. [1] [2] In
2020, on Reddit—a social news aggregation, content

rating, and discussion website—a user named
‘FireLiesWithin’ posted that the movie Minority Report “is
eerily accurate in regard to technology and law enforcement.
(...) the arguing couple who stop screaming at each other
midsentence to allow the spiders to scan their retina, then
continue the brawl like nothing happened. | could see
something similar becoming a part of our ‘normal’ life in the
future.” [3]

In the movie, people use their biometrics, such as their
irises, to verify their identities. The protagonist in the movie
steals another person’s actual eye and implants it into his

eyehole to disguise his social identity from digital
authentication systems. This illustrates how our biological
bodies become not only valuable living organisms but also
living keys to access digital information in the virtual world.
In a scenario like Minority Report, can our eyes be safe from
theft in both the physical and digital realms? In 2023, in the
reality we inhabit, how can we effectively utilize our iris
biometrics?

To protect information—both  individuals’ and
corporations’—we use locks in both the real world and the
digital environment. Due to the non-physicality in the digital
environment, digital locks have appeared, such as numeric
and letter-based combinations, the most common and secure
way to perform any online activity.

For additional security purposes, passwords have to be
updated every few months. Clearly, it is true that there is no
way to avoid using those passwords as long as we connect to
the digital world. In other words, users easily get
overwhelmed by the plethora of passwords regarding secure
combinations, security questions, and regulations. Biometric
data is permanent and cannot be changed—you cannot
change your biologically innate iris or fingerprint. To lessen
the burden, digital authentication systems apply biometrics
technologies, such as iris scanners or fingerprint sensors on
smartphones.

This paper highlights lesser-known vulnerabilities in
biometrics through my speculative art object, Lock at First
Sight (2020), which proposes the idea of a soft contact lens
with a unique marker as a wearable security lock.

What is Biometrics?

To highlight the role of wearable temporary biometrics, such
as Lock at first sight, in the near future, it is crucial to
comprehend the characteristics of biometrics. Biometrics is
based on the concept of “oneness (uniqueness)” of an
individual’s body, meaning we all “carry” biometrics as
passwords in our bodies. Such unique physical
characteristics in bodies can be used for automated
recognition systems in the present.

The first biometric information was collected in 1891 by
anthropologist and police official Juan Vucetich who
collected fingerprints from criminals in Argentina. Since this
first collection of fingerprints, types of biometrics have been
advanced and categorized: physiological and behavioral
biometrics. Physiological biometrics means information
about an individual’s physical body, including iris, retina,
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voice, ears, faces, fingerprints, hand gestures, veins, and
DNA. Behavioral biometrics, on the other hand, involves
signatures, gaits, and keystroke dynamics. With all those
types of biometrics, the physical human body now becomes
a collection of varying mobile passwords for digital
identification. Due to debates over individual rights and
bodily integrity, or informational self-determination * the
discrepancy between privacy and security has been a hot
topic. To illustrate, once one of an individual’s physical or
behavioral biometrics is registered in any digital
authentication system, then the registered biometrics
information is no longer a secret. In other words, the
registered biometrics is shared with and becomes an asset to
a company that hosts and saves the information to apply it to
automated recognition systems. This means when an
individual’s registered bio information is in a recognition
system, it is no longer secret, and it is impossible to remove
or revoke from the companies' systems.

One discrepancy example is that if one of an individual’s
physiological biometrics, such as iris patterns, is
compromised, then the compromised data can no longer
function as a secret password because anyone can exploit
the leaked biometrics’ information.

Another example is that the registered biometrics cannot
be canceled, revoked, or changed. Despite the use of signals
and templates that disguise biometrics through
differentlooking algorithms, the embedded biometric
information remains consistent after being decoded. [4]
To resolve such issues, information technologists and cyber
security experts study, develop, and recommend
encryptions in the digital space.[5][6][7]1[8][9] Encryption
is the process of converting original information into an
alternative form, which can be unlocked by a specific
digital key. These technologists' research focuses on how
to advance digital authentication systems to protect
digitized individuals' biometrics. [10][11]

Furthermore, there are relevant scholars who give attention
to the technical limitations of biometrics authentication
systems in the physical world.[12][13] For instance,
Matsumoto and his colleagues made artificial fingers with
gummy material either by pressing their fingers against it
or by processing fingerprint images from prints on glass
surfaces. According to their research, the ways in such
systems can fail and be fooled.

Particularly, regarding iris recognition systems,
information and forensic scholars found that while
transparent soft contact lenses on user’s eyes do not modify
the iris texture, standard prescription contact lenses can
interfere with the accuracy of iris biometrics [14] due to the
lenses’ effect on the reflection value of the iris location.[15]
Thus, biometric system scholars have attempted to reduce
errors that come from transparent soft contact lens
users.[16][17] Furthermore, iris biometric systems are

! Informational self-determination was first coined by Germans,
regarding personal information collected during the 1983 census,
which is now enclosed as a right into their constitution.

susceptible to a variety of attacks. In 2001, Ratha and their
colleagues identified eight vulnerable spots. To counter the
attacks on biometric recognition systems, several hardware
or data-driven based solutions have been suggested.[18] In
other words, biometric authentication systems are not
infallible despite the complex algorithms that are supposed
to protect data. In the light of the information presented
above, a pertinent question arises: Could a contact lens be
used as a medium to effectively function as an identifier
rather than a medium that introduces false information and
errors?

Adversarial and Speculative Design

Adversarial Design

We live with contentious issues in our daily lives. As science
studies scholar Bruno Latour suggested, the contemporary
world runs through matters of concern rather than matters of
fact. Matters of concern include but are not limited to social,
political, environmental, ethical, and religious issues.
Addressing power dynamics between such conflicting
arguments, adversarial design illustrates how design can
represent and enact the political conditions of contemporary
society, and functions in objects that challenge and offer
alternatives to the present’s dominant practices and
agenda.[19] Carl DiSalvo suggests examples from social
robots to umbrellas, websites, data visualization, and
more.[19][20] Such adversarial design in the public space
has been explored as public design [21], particularly in
regard to surveillance issues.

Although the digital environment is open to everybody,
cyber security systems in the digital space are hard to define
as the public domain because such digital systems have to be
private and inaccessible to the general public. Only
professionals (hackers, or trespassers) can intrude.
Designers suggest diverse types of wearables to promote
awareness of surveillance issues at the accessible and public
levels. For instance, facial recognition systems in
surveillance cameras can trace certain citizens’ contacts and
walks. Many visual designers propose wearables that
potentially confuse the facial recognition systems. Those
examples include a wearable face projector [22], a privacy
visor [23], and a makeup technique known as CV Dazzle
[24].

In short, the recent adversarial design highlights the
dominant issue of the biometrics security system by offering
alternatives, particularly wearables that trick visual
recognition systems.

Speculative Design

Speculative design is a branch of critical design that shares a
critical perspective or encourages debate while increasing
awareness of certain issues through proposing the role



objects play in everyday life. Bill Gaver and Heather Martin
extend a branch of critical design to speculative design by
providing conceptual design proposals. [25] In speculative
design, science fiction is valued due to its futuristic vision
that highlights new values that may appear with/within new
technology in the future.

In the Human-Computer Interaction (HCI) design
community, researchers categorize such fiction-based
designs as diegetic prototypes rather than prototypes. Film
scholar David Kirby defined a diegetic prototype as a
cinematic depiction of future technologies that demonstrate
the technology's usefulness, benevolence, and viability to the
audiences.[26] Therefore, lending narratives and insights
about the possible scenarios to audiences is a key element in
speculative design.

Selfish Ledger (2016), filmed by Google, is a good example
of a diegetic prototype about a speculative design. Selfish
Ledger was distributed as an internal campaign video to the
Google community—Iater it was opened to the public in
2018. The main idea in the campaign video was about
Google’s future application technology called ‘ledger’,
which can shepherd individuals’ activities/thoughts to
overcome current or situated societal issues through
Google’s algorithms. Putting the intention embedded in the
ledger aside, the narrative about the ledger presents that the
company plans to form societal betterment via their future
technological systems through a campaign video. In short,
speculative design proposes objects that address potential
societal, cultural, or ethical issues of near-future technology
by broadening the scope of design and systems.  This
speculative design process is as follows: identify signals of
emerging technologies and trends, ideate future products,
storify the products, and share them to generate discussion.
Pro-speculative design thinks that speculative design helps
designers to be a more imaginative group than problem-
solving thinkers. This enables them to develop boundary-
pushing prototypes for the future. In contrast, counterparts
say that due to the lack of functionality and marketability,
speculative design is useless object-making. In such a sense,
speculative design is established upon critical insights that
go beyond an agenda of consumer culture and instead
embody cultural critique in designed artifacts.

[26]

Thus, speculative design is about highlighting little-
discussed issues in the present by storifying them into
imaginative narratives about the near future in forms of new
media, such as films and design objects.

Lock at First Sight (2020)

In Lock at First Sight (2020), I introduce a concept for a
wearable firewall designed to address contemporary
biometric concerns, specifically focusing on iris patterns.
This proposed artifact takes the form of a pair of contact
lenses featuring a custom-designed iris pattern on their
surface. My approach involves merging adversarial design
principles with speculative design methods to create a design

that could potentially benefit both users and biometric
authentication systems in the near future.

Figure 1. A picture of Lock at First Sight (2020). ©Author.

First of all, this design proposal is inspired by combining
invisible technology, particularly wearable technology, with
autographic authentication tools. Invisible technology
embodies the concept of invisibility applied to technology.
This notion was popularized by Donald Norman’s 1999
book, The Invisible Computer: Why Good Products Can
Fail, the Personal Computer is So Complex, and Information
Appliances are the Solution. Norman proposed that personal
computers were overly complicated to use and should be
replaced by what we now refer to as the Internet of Things
(IoT) and wearable devices. Invisible technology is a use
case where individuals deploy technology without
necessarily realizing that they are doing so.

In fact, wearable technology has a longer history than we
generally think. There are historical records about a signet
ring that was presented to the holder of an office as the seal
and badge of authority in Genesis 41: 41-43. [27][28]
Additionally, as early as the 17" century in China, merchants
used an abacus ring to solve mathematical tasks, without
using any writing tools.[29]

In East Asia, people use both seals and handwritten
signatures for important documents, such as legal warranties
and agreements. Scholars and scientists have studied and
verified how the digital environment can use the images of
seal imprints as digital verification by recognition systems
[30][31][32][33]. The combined concept of wearability with
handwritten signatures in digital verification systems
promotes me to suggest the design proposal for alternative
digital authentication tool, Lock at First Sight.

From the adversarial design aspect, | propose my designed
artifact as an alternative that can transform the recognition
system issues today. The following are the issues that are
highlighted in this proposed designed artifact: If a person has
a custom-designed iris contact lens that verifies their identity



in digital systems, they can bypass the need to trust the
security of the company’s data storage and avoid disputes
over their ownership of biological information (data
privacy); Furthermore, if a person lost their custom-designed
iris contact lens, they could easily cancel the lens’s data
(cancelability); If a person can easily change their contact
lens design, they will become more responsible biometric-
users who are aware of the importance of their digital
identifiers because they actively participate in the process of
designing their iris contact lens (changeability). From the
speculative design approach, | demonstrate how Lock at
First Sight can be designed via a form of contact lens. To
dramatize how the lens could be operated, | propose to use a
soft contact lens with a custom-designed image as a medium
to identify its user instead of using natural iris biometrics. As
mentioned above, researchers in biometrics find that when a
user wears soft contact lenses, the lenses interfere with iris
recognition systems causing them to produce errors or false
data instead of accurate outputs. Accordingly, the
researchers try to solve the error issue by developing better
algorithms for better iris recognition data results. However,
my reversed way of using a soft contact lens will promote a
new approach to iris biometrics and underscore the
significance of embracing alternative perspectives.
Additionally, it will address concerns surrounding iris
recognition  systems, prompting a comprehensive
reevaluation of the subject matter.

In short, Lock at First Sight is a design proposal to use a
custom-designed iris pattern on a soft contact lens as a
wearable digital firewall and an alternative marker for
biometrics authentication systems.

Wearable Hand-written Autograph

To create a unique identifier, 1 think about a behavioral
biometrics” method, which has been effectively used for
historically longer periods: hand-written signatures as in
signet rings and seals.

The ability to write letter formations varies from one
person to another because the act of handwriting is based
on each writer’s visual perception of images when they first
learn how to write letters. And the repetitive practice of
writing forms habitual features in an individual’s writings
which are distinguishable from another’s.

Although there is controversy around the consistency of
handwriting document examination, published research
demonstrates the validity of analysis in handwriting
documents and has developed the standards of handwriting
individuality.[34] To clarify rationality of handwriting’s
uniqueness, the Scientific Working Group for Forensic
Document Examination develop and publish over 20
criteria that are used to evaluate handwriting as evidence
for criminal cases and more for 15 years.[35] When a
person’s anatomy and physiology of the bones and muscles
get used to writing, then the writer’s writing skill becomes
consistent and retains its features  throughout
adulthood.[36] Handwriting examination is based on the

assumption that no two people likely produce the same
habits and features in their handwriting.

To sum up, a person’s hand-written autograph presents a
unique pattern image, which cannot be duplicated.
Furthermore, scientists have developed image recognition
systems that read and utilize such inimitable imprints for
securing digital documents. Because only one person can
generate autographs that reflect their writing habits and
features, each autograph looks slightly different.

When an image of a hand-written autograph is imprinted on
the surface of a contact lens, then the contact lens becomes
to have similar features in a physical seal in a form of
wearables. By doing so, users can potentially preserve an
individual’s natural body biometrics and create temporal
identifications, which are cancelable and revocable.
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Figure 2. An idea about a wearable physical firewall in a form of
contact lens ©Author

Design Process

Let us think about a speculative moment in the near future
like this: One day you get an alarming text message. It is
from a company that stores your biometrics for digital
authentications. The text message tells you that iris pattern
data have been compromised by anonymous hackers. If you
used your own (natural) iris patterns, then you have no other
option but cannot use your iris for authentication for the rest
of your life. What if, instead you had registered a temporary
iris pattern? If you had registered an alternative iris pattern
by wearing a contact lens, then you have an option: you can
throw out the current contact lens and register a new contact
lens with a new pattern.

To design the Lock at first sight, the author practiced their
autographs on numerous sticky notes: one autograph per a
sticky note. Then, they chose one to three exemplary
signatures that had precise lines and patterns. Then, they
scanned the images to digitize the autographs.

(W[

Figure 3. Signature samples for iris pattern designs © Author



Next, the author chose colors that would be applied to the
digitized images. They preferably chose the colors that could
contrast with their natural iris color.

Figure 4. Examples of the autograph sequence design on the sur-
face of a contact lens. ©Author

Then, the author tried to find a preferred sequence or layout
of autograph images, for instance, putting a signature image
on the half surface of a lens, or arranging the same four
signature images in a cross shape. The author kept in mind
that the center of the lens surface should have a small empty
space because if any image goes into the center, then

it would block light that goes into a user’s pupil.  Finally,
the author sent her iris pattern design to a contact lens
company to make customized contact lenses.

The final speculative art object has been displayed in a
round-bottom plastic container with an aluminum cover. The
container is big enough to hold one contact lens and solution
to soak the lens.

Discussion

The proposed creative artifact, Lock at First Sight,
synthesizes adversarial and speculative design practices.
This discussion aims to contextualize Lock at First Sight
within the broader landscape of wearable technology, mainly
focusing on its connection to soft contact lenses. By delving
into the current state and historical trajectory of smart

contact lens development, we can better appreciate the
innovative potential and societal implications of Lock at
First Sight.

Figure 5. A detailed picture of Lock at First Sight ©Author.

In the contemporary realm of wearable technology, the
concept of smart contact lenses has garnered attention for its
potential to revolutionize healthcare and augment daily
living experiences. Notably, in 2014, Verily (formerly
Google Lift Sciences) unveiled its ambitious project to
create a smart contact lens capable of monitoring glucose
levels in diabetes patients. This initiative marked a
significant intersection of technology and healthcare, with a
micro-size wireless chip and a glucose monitor integrated
into the lens. [37] However, despite initial enthusiasm, the
project faced a notable hiatus, as observed by its apparent
silence in 2016 [38] The trajectory of smart contact lens
development did. not remain stagnant, as Mojo Vision
presented working prototypes of Augmented Reality (AR)
contact lenses at the Consumer Electronics Show (CES) in
the early 2020s.[39] The collaboration with Amazon to
develop the Alexa Shopping List app for the Mojo Vision’s
AR contact lens added a layer of functionality and utility to
the technology.[40] However, the subsequent announcement
of Mojo Vision’s pivot away from smart contact lens
technology[41] underscores this field’s dynamic and
evolving nature. In light of these historical developments,
Lock at First Sight emerges as a speculative art object that
reflects the current landscape of wearable technology and
speculates on its future possibilities. The proposed design’s
exploration of soft contact lenses as more than mere medical
devices positions it within a broader discourse on integrating
technology into our daily lives. Lock at First Sight prompts
us to consider the socio-technical aspects of wearable
devices, encouraging discussions on user experiences,
ethical considerations, and the evolving role of technology
in shaping our interactions with the world.



In a nutshell, the exploration of Lock at First Sight
transcends its immediate temporal context, inviting a
profound reflection on the ever-evolving trajectory of smart
contact lens technology and its enduring impact on society.
In other words, the art project provides a social commentary
and can be contextualized within the continuum of past
initiatives and industry shifts, to unearth insights into the
multifaceted nature of wearable technology and the intricate
interplay between creative artifact, functionality, and
societal dynamics across the present and the future. While
this project seems functional, it is not the project’s primary
focus; rather it is a speculative art object, meant to encourage
discourses.

Additional research

After the Lock at First Sight project, the author created a
photography series, Citizen X in 2022. Citizen X (Figure 6)
is a visualization of how people would look if they wore
Lock at First Sight in daily life. Citizen X reveals the
expected pros and cons of Lock at First Fight if the contact
lens became a norm in the near future. For example, Citizen
X shows that if Lock at First Sight became a norm, it would
contribute convenience to personal style as well as security.
On the other hand, the need for frequent cleaning of the
contact lens may be a downside to widespread adoption.

S

Lk AN

L N

4

Figure 6. 4 photos of Citizeﬁ X (2022) series. ©Author.
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