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Abstract

This panel contributes new scholarly research to current debates on
intellectual property rights infringement in the digital sphere where
visual art is created, bought, sold, and traded. Artists, scientists,
technologists, policymakers, and scholars remain concerned about
fakes, imitations, and the lack of trust and transparency in such
global transactions. Through ongoing Australian Research Council
Linkage Project work (LP210300009) — conducted in association
with partnering change-makers Australian Copyright Council,
Copyright Agency, National Association for the Visual Arts, Aus-
tralian Network for Art & Technology, and Commonwealth Scien-
tific and Industrial Research Organisation (CSIRO) Data61, this
panel shows how a range of digital artwork can be listed, securely
traded, preserved, and remixed in previously unrecognized ways.
Preliminary innovative blockchain solutions of the nature explored
by the project team aim to authenticate, safeguard, and promote the
work and livelihoods of creative industry practitioners and enter-
prises in cyber-secure ways. The hope is to challenge the rapid rise
of fraud and unethical Artificial Intelligence-generated content in
the wider copyright industries while encouraging the authorized re-
mix of formerly inaccessible and future creative work.
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Introduction

Australia’s visual arts sector and the nation’s wider copy-
right industries, which contribute over $124 billion to the
national economy [1], face increasing threats from the mis-
management and infringement of digital Intellectual Prop-
erty (IP) rights. To assist with the reversal of this plight, this
panel investigates the provision of a blockchain-based digi-
tal publishing solution for improving the protection of IP
and provenance of visual art, and empowering its future eco-
nomic, cultural, and social value and benefits. By exploring
innovative blockchain opportunities in a global and cyber
security context, we introduce and explain our user-friendly
and compliance-checking non-fungible token (NFT) solu-
tion for expanding the creation, sale and distribution, valua-
tion, and jurisdictional liability of ephemeral and digital art

on existing virtual galleries and smart contract-enabled plat-
forms. Building on interdisciplinary synergies between cre-
ative practice, IT, and collaboration with industry partners,
the panel also interrogates the efficacy, risks and regulatory
environment surrounding this technology, while sharing vi-
tal new knowledge for enhancing local and national engage-
ment with this global development. We believe this is an
important opportunity to future-proof creative industry de-
velopments in the rapidly changing digital economy.

Specifically, this panel explores how new and unforeseen
bridges between ephemeral art, culture, intellectual prop-
erty, technology, and decentralised finance are impacting on
practitioners, enterprises, and digital/virtual activities in the
creative industries. It introduces specifications for a new
user-friendly Australian platform prototype that can ethi-
cally inform and host a range of NFT-minted art, digital con-
tent, and events. In technical terms, we offer a foundational
blockchain-enabled architecture and open source cloud ser-
vice for supporting customised NFT-minting solutions via a
platform prototype, in which embedded smart contracts can
enable users to monetise and track the provenance of digital
assets in a tailored, transparent, and regulatory-compliant
workflow environment.

The proposed platform adopts an autonomous intelligent
approach to track and manage the movement of a digital as-
set and its provenance. While this approach may help to
solve inconsistencies and trust issues that occur when digit-
ising creative artefacts and integrating the conventional pro-
duction and distribution workflows of various art communi-
ties, blockchain smart contracts have yet to prove their full
efficacy and power in the offline world. When paired with
robust existing national IP and copyright protection frame-
works and processes, blockchain-enabled smart contracts do
have the potential to help artists, appraisers, and buyers to
track ownership, communication records, and accounting
transactions (e.g. payment rails, timestamping) for each
minted artwork — in line with studies [2], [3], and our proven
results [4]. Notwithstanding these utopian affordances, there
are serious concerns and major questions about this technol-
ogy and its applications, which this panel will interrogate in
collaboration with our industry partners.



A Blockchain Solution

The blockchain architecture underlying our platform inter-
face is based on proven and ethical co-design thinking prin-
ciples [5],[6]. It integrates detailed industry research and
partner feedback, linking a systematic approach to custom-
ised smart contract development. This is critical for main-
taining integrity between physical and ephemeral creative
artefacts, and digital assets and their newly associated de-
centralised transaction protocols, which are core elements of
NFTs. Given the diversity and uncertainties of blockchain
and NFT choices in the market, it is crucial for such a frame-
work to provide an effective, ethical and transparent envi-
ronment suitable for preserving and monetising 2D, 3D, and
spatial artwork, various installations, and recordings of
live/virtual performances/events across the visual arts sec-
tor. Consequently, this newly generated knowledge can in-
form communities, stakeholders, practitioners, curators, in-
stallers, registrars, conservators, administrators, sellers/buy-
ers, and art lovers in painting, drawing, street art, graffiti,
printmaking, photography, film/video, design, and craft,
through to industrial, graphic and interior design, and others
seeking to understand this complex aspect of the digital
economy and its risks, opportunities, and governance issues.

At the heart of this initiative lies a potential solution for
addressing major cyber security concerns, recommendations
and visions expressed in the Australian government’s 2019
Digital Transformation Agency Blockchain overview guide
[7] and 2020 National Blockchain Roadmap [8] — for agen-
cies to continue monitoring blockchain developments, and
to seek new opportunities that may enhance future service
delivery and affordances unlocked by this technology. The
primary aim is to support different ways for artists and col-
lectors to engage with NFTs, as well as how to detect and
manage the risks and opportunities of engaging in this emer-
gent space. In so doing, the panel will reconceptualise Aus-
tralia’s arts sector within the broader context of a global
market and ecosystem for digital assets, which is now esti-
mated at $2.8 trillion AUD. [9]

There are several benefits for scoping such an Australian-
based blockchain platform. First, it facilitates advanced un-
derstanding of ‘minting” NFT art and managing rights in the
rapidly transforming digital economy. Second, it bolsters ef-
forts to combat inauthentic and illegal reproductions, and
the legal frameworks for ensuring an artwork’s provenance
and full economic, cultural, and social value — key parts of
‘total value’ [10],[11],[12]. Third, it contributes a solution
for increasing IP protection and revenue streams from future
sales, trades and distribution (i.e. movement), which are
heavily dependent on collaboratively generated knowledge.

To shed light on the abovementioned challenges, this
panel will offer practical knowledge and best practice guides
for seeking informed NFT solutions for both physical/tradi-
tional and digital assets produced by creative practitioners
and/or managed by a range of visual arts enterprises and
stakeholders. In turn, this intelligence can be used to inform
future digital production and distribution workflows, as well
as policymaking decisions on how to best support the further
innovation of the sector.

These outcomes are vital for understanding and expand-
ing opportunities for visual artists and art organisations, and
using the project team’s datasets, PO support, and findings
to uplift innovation — as part of the government’s National
Innovation and Science Agenda. The Commonwealth Sci-
entific & Industrial Research Organisation (CSIRO) is Aus-
tralia’s preeminent government scientific and data research
agency, and its Data61 arm is a world-renowned innovator
at the forefront of the digital economy.

Research Gaps

Until now, Australians could only imagine how an Austral-
ian-based blockchain platform might be utilised across the
visual arts and creative industries, including design, digital
content, film, television, music, architecture, publishing,
and software. Moreover, Australian and international con-
tent makers have long experienced IP infringement, plus
limited trustworthy opportunities for reaching and engaging
with global audiences and potential buyers.[13] These are
core concerns for practitioners and leading national organi-
sations such as National Association For The Visual Arts
(NAVA), Australian Network For Art & Technology
(ANAT), Copyright Agency, and Australian Copyright
Council (ACC), which provide valuable resources for edu-
cating members and the public on issues affecting the digital
and offline worlds.

The Australian art market is recognised as an emerging
arena, with interests from collectors and lucrative invest-
ments from overseas. Yet, although Australian art has been
exported to millions of buyers across the globe
[14],[15],[16], the broader industry continues to experience
major hurdles such as trustworthiness, provenance, counter-
feiting and royalty fraud. [17], Such persistent violations of
the Australian Copyright Act (1968) and other laws, costs
and other barriers to enforcement, threaten the economic,
cultural, and social value of the creative industries [18],[19].
Utopian claims that minting NFTs from existing physical
and/or digitally native works will overcome these issues
abound. However, NFT resale revenues, for example, relate
to a royalty on the sale of the NFT, rather than the sale of its
associated artwork (if there is one). Hence, there is an urgent
need to scrutinise the regulation of NFT smart contracts and
how they are used to embed payment of resale royalties, and
to investigate related blockchain technology platform struc-
tures more broadly, as their regulatory implications have yet
to keep up with platform affordances. [20],[21],[22]

Applying blockchain technology [23], e.g., Ethereum
smart contracts, has been acknowledged as a stable founda-
tion for tracing authenticity and exchanging reliable infor-
mation and workflows. Herein, ‘workflows’ are defined as
the detailed steps in a creative or IT engineering process,
providing insights on how artefacts and data flow from ide-
ation to completion. Yet, the authenticity of works associ-
ated with such transactions remains hard to prove. This is
relevant when a collaborative business process involves par-
ticipants who may have yet to develop mutual trust [24].
Adopting NFT technology, which is a data set that is immu-
tably recorded in the blockchain database with a unique ID,



can make each digital creative asset unique and traceable
during the artefact’s entire history.However, it is the NFT
itself that is unique rather than the asset associated with it.
In theory, such cryptography solutions [25] can facilitate
economic and cultural value, while enabling artists to en-
gage with buyers via secure peer-to-peer transactions. The
‘NFT market’ is thus designed for trading tokenised assets
or cryptographic hashes and any rights that belong to them
— which might just be the right to display a licenced work,
rather than a transfer of ownership of the work itself. As the
2021 Select Committee on Australia as a Technology & Fi-
nancial Centre report states [26], this new digital and crypto-
asset ecosystem, including decentralised autonomous organ-
isations, is reducing dependency on intermediaries to com-
plete and track such financial agreements — all while the sec-
tor continues to experience unprecedented growth.

However, our preliminary research finds that Australia’s
creative industries have yet to understand and ensure the full
economic benefits, employment opportunities, and risks af-
forded by blockchain technology and its decentralised fi-
nance environment. Currently, NFT platforms such as
OpenSea, Cargo, Async, Mintable and SuperRare are ena-
bling artists and enterprises to tokenise physical and digital
assets. In turn, NFT owners are using such platforms to
buy/sell, auction, trade, transfer, and store their crypto assets
— in whole, or in fractionalised parts, under divergent con-
tractual conditions. Not all NFT platforms are created equal.
Each has vastly different terms of use and fee structures. It
is this unevenness that is confusing and potentially disad-
vantaging content makers. Thus, despite the proliferation of
crypto art platforms, industry members and researchers have
yet to innovate a robust Australian platform that caters in
fair ways to the diverse visual arts sector.

Earlier research has made some progresses in blockchain-
enabled workflows [27], and digital publishing platform in-
novation [28],[29],[30]. Nonetheless, adopting blockchain
to fortify Australia’s visual arts industry is not a silver bul-
let, and the efficiency of a one-size-fits-all solution is under
question, as evidenced by several reports of failed block-
chain projects, as well as broader social media entertainment
platforms [31]. Furthermore, integrating existing non-block-
chain and blockchain digital publishing platforms, such as
Indiledger, FRESCO, Artory, YAIR, Verisart, and the
Scarab Experiment, involves interoperability between tasks,
people, and resources.

In sum, this panel is innovative in two ways: 1) it investi-
gates new applications of blockchain-enabled digital pub-
lishing platforms urgently needed to protect and revitalise
Australian-made artwork and design in international trade;
and 2) it will provide the partner organisations with vital
comparative information about digital and virtual display
and distribution models, advanced monetisation strategies,
and new tools for potentially managing the IP of creative
works. These outcomes build upon findings of our published
pilot studies on blockchain adoption in IT-based organisa-
tions [32],[33],[34], addressing a new major challenge: a
lack of analysis of art workflows on digital publishing

platforms, and tailored approaches for customising smart
contract design for the visual arts community.

There is a critical need for developing approaches that en-
able the integration of conventional workflows and address
the unique needs of various art communities with block-
chain smart contracts, which can help artists, appraisers, and
buyers to track all ownership and communication records,
as well as accounting transactions for each minted artwork.
Thus, our platform specifications will enable users to trans-
form all types of analogue creative artefacts into this new
space, and then codify the conditions associated with creat-
ing, distributing, and selling their NFT digital assets. Results
from one of our previous studies [35] highlights the need for
this type of early intervention in line with national and in-
ternational IP protection laws and regulations, which are
embedded in blockchain-enabled smart contracts.

Industry Benefits

This panel aligns with the visual arts sector’s urgent need to
understand the affordances of blockchain-enabled technolo-
gies, and the innovative opportunities and cyber security
risks associated with NFT-minting and distributing crypto
art. The panel will offer a range of stakeholders an oppor-
tunity to assemble strategic information on development,
deployment, and monetisation models applied to tailored
visual arts contexts, as well as the advocacy and education
efforts that shape the innovation, longevity, and regulatory
concerns in our field.

As such, this unique interdisciplinary panel will exhibit
innovations that interrogate blockchain smart contracts and
their deep associated liability and regulatory impacts, with
the collaborative practices of visual artists and the require-
ments of the Australian Copyright Act. It is aligned with
CSIRO Data61’s world-renowned work in blockchain tech,
and consistent with the rapid adoption of blockchain pro-
jects in the EU. [36] This project’s detailed specs for a new
integrated and tamper-resistant blockchain digital publish-
ing platform — locally tailorable, for auto-conformance
checking and protecting IP, will advance industry contribu-
tions to the digital economy over time.

For Australian industry bodies and creative practitioners,
this timely panel will create bridges between ephemeral art,
culture, IP, technology, and decentralised finance — all key
aspects of Australia’s digital economy, which is estimated
to add AU$140 billion to our GDP by 2025 [37]. Practition-
ers and enterprises that engage with local and global audi-
ences will potentially benefit from the comparative data
generated by this project, as they incorporate this new
knowledge into their creative practices, decision-making
processes, and collaborations with international partners.

It is hoped the tangible and customised solutions ad-
dressed by the panel will contribute to the increased owner-
ship protection and visibility of provenance, as well as the
potential for greater sustainability, efficiency, and profita-
bility of visual art. These are core elements of ‘total value’,
and they meet the guidance and cyber security suggestions
found in the Australian government’s 2019 Digital Trans-
formation Agency Blockchain overview guide, 2020



National Blockchain Roadmap, and 2021 Select Committee
on Australia as a Technology & Financial Centre report,
which encourage enterprises to monitor blockchain devel-
opments, and to seek opportunities for enhancing future ser-
vice delivery and affordances unlocked by this technology.

Policy makers who shape creative content and decentral-
ised finance regulations will also benefit, as regular brief-
ings will be available to input to any review processes or
inquiries (subsequent to Blockchain Australia’s policy and
advocacy activities) that occur during the study period. In-
stitutions involved in the education, training and curatorial
activities of creative personnel will also find these briefings
of value, alerting them to the opportunities and the potential
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