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How Many Passes Does the White Team Make?
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-] CSD HEXE I
The hackers are coming: B cloud

computing trends you will see in 2018

Growth is good, and will bring many changes to the choud Industry. But rot &l
changes wilk be good, especially when it comes to security.

OO0

Databases in the cloud - 3 new target for cyber criminals

— .-I'l" How clowd storage becamve a tanget lor hackers — and what
TR YR et i A3 st 2t | can be done about |t

Why are hackers increasingly targeting cloud?

Danny Palmer mvestgates why cyberc als seecloud s an increxsingly lucrative tanget | | [ +
Tharsn TFREr Ty i by cyher creminal ud atan wcreasingly e rget 1 = er'.phnuulneribllltlennﬂﬂaaﬁ

Why the cloud is an attractive target for
sophisticated hackers
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Live Test

Drupal CMS deployed on a Linux Instance /

Cloud FortiGate
NGFW

FortiGate NGFW in Monitoring Mode

FortiAnalyzer for Centralized Reporting

o T - —
N i ——————————— ————— -

Drupal CMS FortiAnalyzer /

———————————————————————————————————————————————
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Ao Hiter
Threat

MS.II5.WebDAV.PROPFIND.ScStoragePathFromUrl. Buffer.Overflow
Oracle Weblogic.Server.wls-wsat.Component.Code.Injection

Apache Struts.2 Jakarta.Multipart. Parser.Code.Execution

Failed Connection Attempts
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Category

IPS: CVE-2017-7269
IPS

IPS

Failed Connection Attempts

il B All Devices » (D Custom... » May 02 To May 03

Threat Level
Critical
Critical
Critical

Low




Day 5

Add Filter (8 A All Devices~ (D Custom... » May 02 To May 07

Threat

Category Threat Level

Drupal.Core.Form.Rendering.Component.Remote.Code.Execution

Ps [critical )

Cracle Weblogic.Server.wls-wsat.Component.Code.lnjection

MS IS WebDAV.PROPFIND.ScStoragePathFromUrl. Buffer.Overflow
Apache Struts.2. Jakarta. Multipart. Parser.Code,.Execution
Linksys.Routers. Administrative.Console.Authentication.Bypass
Proxy.HTTP
D-Link.DIR.BOO.Series.getcfe.php.Information.Disclosure

Failed Connection Attempts
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ZmEuMulnerability. Scanner

ja
o

Masscan.Scanner
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IPS
IPS: CVE-2017-7269
IPS
IPS High
Proxy Medium
IP5 Medium
Failed Connection Attempts Low
IPS Low

IPS Low




Drupal Instance
CPU Utilization
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wdrupalserver
BCEve
Proto

3912
31y
3glis
3019
3028
3921
a2z
3023
3824

IlRternet

Fecy -1 Send

Iil
b
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| | tcp.port eq 5555

Time

2818-85-86
2018-05-B6
Z2818-85-B6
2018-85-86
2018-05-06
2018-05-B6
20188586
20158-85-06
2018-5-06

RTINET

Suspicious Process

ard/ log/apache?
nectiochs
Local Aaddress

[0 C I - T

i_'f BB, 1L 33086

& SrcPort

19:44;:14, 346881 8587
19:44:14.672928 5555
19:44:14.671376 56587

14,671563 56587
14.997883 5555
14.997428 5555
14,9497812 SR387
28.175881 3555

10:44:28.176252 56587

SErVers

DstPaort

2333
56587
5535
3333
aB587
56587
5535
56587
L

Protocal

TCP
TCP
TCP
TCF
TCP
TCP
TCP
TCP
TCP

Info

56587 -+ 5555
5555 -« 56587
56587 -+ 5555
56587 = 5555
5555 - SB58T7
5555 = 56587
56587 - 5555
5555 = 56587
56587 - 5555
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Seq=2114849882 Win=2920@ Len=@ M55
ACK] S5egq=1691394623 Ack=2114845883
Seq=2114849883 Ack=1691394624 Win=2
ACK] Segq=2114B49883 Ack=1691394624
Seq=1691394624 Ack=2114858113 Win=
ACK] Seq=1691304624 Ack=2114858113
Seg=2114858113 Ack=1691394927 Win=
ACK] Segq=1691394927 Ack=2114850113
Seg=2114858113 Ack=1891395188 Win=




Crypto-Jacking

®

A  Time :'ir.f:F'r,'lr'I: I;":::'iF'r:-H Lendgth Fr.'-:_‘.ll:r,';-:':-:‘.ll I|'1r.:|

2018-85-86 19:44:14.340830 37388 53 DHS Standard query 8x7969( A pool.minexmr.com

2818-85-8656 19:44:14.34007d 37388 53 DS Stamdard query 8x79869 A poo’l.minexmr.com

2018-85-86 19:44:14. 340096 37388 53 NS Standard query 0x80al AAAA pool.minexmr.com
2018-85-86 19:44:14, 340101 373889 53 DS Standard query @x88al\AAAA pool.minexmr,com
2018-85-86 19:44:14.344263 53 37380 DiNS Standard query response Bx7969 A pool.minexmr.com A
2018-85-86 19:44:14,. 345626 53 37388 DS Standard query response @xB@8al AAAA pool.minexmr.com
2018-85-86 19:44:14,347338 53 37380 DNS Standard respanse @x7962 A pool.minexmr.com A

=ATINET




9

Vulnerability Targeting

94% Published Vulnerabilities Are Exploited

Q2 - 122 new CVE’s published - 4 Targeted
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Middle East
Latin Amernca
Africa
MNorthermn Amenca
Asia
Europe
Oceania
Overall
0%

L
This Quarter

Prevalence
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FortiGuard
Al

FLERTINET SECURITYWORLDZ2018




Known Protection

Unknown Detection
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Machine Learning 101

FEATURE EXTRACTION — DETERMINE THE OBJECT

00
H s
00
0
)’ I ) & - ) &
Animal Mammal Four Legs Gray Fur Around
10 Ibs

j Short Tail

!
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FORTIGUARD AI 4-LAYER ARCHITECTURE

INPUT

A
FILE

Process the
input file

MALICIOUS CLEAN OUTPUT
Malicious
2B+ 3B+
Nodes Nodes

’ Clean

Analyze potential Analyze files for
malicious features clean features




FORTIGUARD AI 4-LAYER ARCHITECTURE

INPUT MALICIOUS CLEAN OUTPUT

A result of 2B x 3B individual
node computations




FORTIGUARD AI 4-LAYER ARCHITECTURE

INPUT MALICIOUS CLEAN OUTPUT

A result of 2B x 3B individual
node computations




FORTIGUARD AI 4-LAYER ARCHITECTURE

INPUT MALICIOUS CLEAN OUTPUT

A result of 2B x 3B individual
node computations




Fortinet & FortiGuard: The Expert System

Crossing the “Last Mile”: Creating Actionable Intelligence

ARTIFICIAL
INTELLIGENCE

MACHINE
LEARNING

DEEP
LEARNING
(DL)

—_—
B R

Actionable Intelligence
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2018 Fortinet Solutions

Network Endpoint Web Application Advanced
Security Security Security Threat Protection

Multi-Cloud Email Secure Management
Security Security Unified Access - Analytics




The Resu |t Customer Secure Fabric

MANAGEMENT-ANALYTICS

PARTNER API MULTI-CLOUD

Significantly increases cost burden
for cybercriminals

Unsurpassed accuracy
Proven and Validated UNIFIED ACCESS e E 0 EMAIL
EXtremer adaptive ADVANCED THREAT PROTECTION
AutoCPRL
Production CPRL i e |

Signature Set ‘_’ B e

Production
Feature Set

| Knowledgebase Repository
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How can | start using FortiGuard Al?

Augments existing solutions

Each assessment highlights

Application vulnerabilities
@ Malware/botnet detection
Pd At risk devices within the network
= "" Application categories and cloud usage
[®| Peer to peer, proxy app and remote access
- _‘ Web-based applications and browsing habits
Bandwidth analysis and top consumers
ﬂ Sizing information — average log rates/sessions

FortiGate CPU and memory utilization
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CYBER THREAT
ASSESSMENT REPORT
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