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Why Multi-Factor Authentication
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Your digital identity is more

than ‘Password123’
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Multi-Factor

 Something you have
 Something you are
* Something you know
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Our Journey

Single Sign-On using Shibboleth

User Awareness on Multi Factor Auth
www.turnon2fa.com

Enable MFA on Critical Applications

Roll out as ‘optional’, start with
technical staff and Admins

Enforce MFA for key users
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Technology Stack

Shibboleth

@ BIG-IP Access Policy Manager
@ Duo MFA

Source:

shibboleth.net RN
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Balance between security and usability
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Single Sign-On
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Single Sign On

Lsamarme and Passward

Sign en with Deakin 1-Click

| rnd help Accessirg my ancounl

Torva of s AA

Btay safe] Always check for signon.deakin.adu.au
in your browser.

DEAKIN

UNIVERSITY



MFA using Duo
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MFA Logic Flow
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Access Policy: /Common/duo_mfa  |eaiendings|  (Engings: Atiow, Deny [defaui)
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» LiveSlides web content

Download the add-in.

Start the presentation.




Demo
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Demos have failed before...
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Advantages

Devices
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Issues and challenges

* User Awareness
* Reluctance to use personal device
e Session limit for f5 APM

e Duo Look and Feel is not customizable — at this
stage
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