ClicR, Click, BOOM

how USC is using Mimecast to overcome
click happy user security breaches

Connie Mcintosh
Manager IT Systems

usc.edu.au | Rise, and shine.
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USC in 2017 commenced a Cyber Resilience review of IT Systems. Email systems within USC are utilising
0365. It was identified that we needed a complimentary hardening platform to secure the University
against the largest attack surface.

Background

Mimecast is one of the largest cloud e-mail security providers and serves over 30,000 organisations globally.
Mimecast’s “bread and butter” is defending against phishing, ransomware and other targeted e-mail

attacks.
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Figure 1. Magic Quadrant for Enterprise Information Archiving
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Why is
email

secCu rity SO Email is still the #1 delivery vehicle for
important? NI

92.4% of malware is delivered via
email.

Verizon 2018 DBIR | Tweet this stat



Most popular malware disguises and
phishing lures

Fake invoices are the #1 disguise for
distributing malware.

Symantec 2018 ISTR | Tweet this stat



Q: How frequently has your organisation experienced phishing attacks in the past year?
A subset of organisations which have had business interrupted by a security breach in last 12 months
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Frequency of Business Email Compromise (BEC) Attacks

A subset of organisations which have had business interrupted by a security breach in last 12 months
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Cost of breaches in Australia
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Q: Thinking back to any attacks in the past year, with all things considered (lost revenue, lost customers,
lost opportunities, out-of-pocket costs), what would you estimate the impact of the attack?

Cost of breaches in Australia




FBI FEDERAL BUREAU
OF INVESTIGATION

FBI: Business Email Compromise is a
S5 Billion Industry

1 by Paul 37.40%
E virata
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According to the Federal Bureau of Investigation (FBI), global losses from business email

compromise (BEC) since 2013 have reached $5.3 billion, with a mid-year report from Trend

Micro highlighting that CEOs were spoofed the most by BEC attacks.




2018 - Consumer Affairs Victoria has advised real
estate agencies to ensure their cyber security is up to
date, and home buyers to verify any payment
instructions, after receiving reports of more than
$200,000 in losses from an email scams. The email
scam works by directly hacking the email accounts of
real estate agents.

Cost of breaches in Australia

Brisbane City Council

lost $450,000 to BEC
fraudsters after making

nine transfers it believed
were payments to a
professional services
supplier.




LET’S TEST
OUR USERS

| undertook some
actual phishing tests
to see just how click
happy users might be.




FW: Mand
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Subject FW: Mandatory Compliance Training

From: Admin [mailto:admin@bulletinshr.com]
Sent:
To:

Subject: Mandatory Compliance Training
Importance: High

Hi all,

hitps//he bulletinshr.comy/secure/training/

This is a reminder that the mandatory compli__ . s o1 70-d 4450 250533984701 14 14,M1USt @nsure private data is protected and
mandatory training. ?

Ctrl+Click to follow link
To view the training materials, visit the portal.

Thank you for your prompt attention to this matter.

Human Resources
usc

Web: www.usc.edu.au
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Are peﬂple CliCh Test 1 — The first test was designed to be
happy?

;li deliberately obvious to see just how click
happy people really are

Yes theg are oo }@‘ Email from a non USC address with a

hyperlink of badness

20% of recipients clicked through to the URL.

V Too Easy




T ¥ Attachment Tools

Message Help ADOBE PDF Jrn
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h . h . . | Actions Save to Computer (] ™~ e
p lS l n g I | . l Perry Dixon <Perry.Diixon@usc.edu.at
PD ) Contact >
Student Complaint Urgent Feedback
‘,- Presence unknown
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I've received a student complaint that we need to

From: Perrv Dixon <Perrv. Diikon@use.edu.au>

Sent:

To: Connie Mcintosh <emcintol@usc.edu,au>
Subject: Student Complaint Urgent Feedback required

Can you provide feedback at your earliest conveni

Regards
Perry

;
Hello,

I've received a student complaint that we need to provide a response as soon as possible,
Can you provide feedback at your earliest convenience.

Regards
Perry



Once bitten
twice shy?

Not nearly...

-

Test 2 — a little more sophisticated, spoofed a real USC
user adding an extra letter in the lastname. Test 2
conducted on the same group one week after test 1.

65% click rate

Findings showed >80% of people Who clicked Test 1
also clicked Test 2.

What we know is People WILL click first ask later....



The
Mimecast

Factor

These tests demonstrated the
need to put in place defences
against Business Email
Compromise.




The

Mimecast

USC chose Mimecast for;
Factor

Ease of implementation; and it’s ability to provide;

* Reputation

MQ w * Blocking dangerous file types
m|mecast

unified email management =

* Blocking or holding encrypted ZIP files or email
components

Conrinuity

y\ TZ‘ * Spam detection

g Internet /) * Impersonation protection
/ T URL Protect
M Qutoon |y, g

Geographically diverse
datacentres (MX Hosts)

* Manual exclusion folders created for Permitted Senders,

Blocked Senders and Permitted Forwarders

Single or Multiple Mail Servers End Users Domain Controller
Emart routing — domain split, load-balance Access to personal archive and emergency I:ACti"-'E' Directo r'!"]
and failover rules mail system via M5 Qutlook or a Web AD integration for group admin,

Browser recipient validation, authentiation etc
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The
Mimecast
Factor




URL Protect & Attachment Analysis

It essentially acts as a URL shortener — similar to bit.ly — and rewrites

The

|\/| | mecast all inbound e-mail links. When a link is clicked, Mimecast checks the
F t original URL against various threat intelligence platforms and makes a
aCtor decision whether it is safe for the user to proceed or not.

Attachments are analysed in a cloud sandbox for malware before
being sent to the users.

© Traditional pre-emptive
sandbox

Inbound i
Attachment .
mimecast

S AN

'°= Original Attachment  Attachment Transcribed
4r Preserved to Sale File Format

@ nnovative attachment
transcription

i . @ Maijority Use - employee gets
safe attachment immediately
and does not need the original

Sandbox , ellili @ Minor Use - employee needs

original attachment which is
sandboxed on-demand
{mimimal latency).

-.---.----.--‘--



Impersonation Protection

Th e Real-time protection against malware-less social engineering attacks like whaling,
CEO fraud, business email compromise, impersonation or W-2 fraud.

Mimecast

Factor

Indicators

1. Display name?

2. Similar domain?

. Domain actrvity?
Keywords?
Reply-to mismatch?

5 fad

ch




Challenges

#1. User Education

#2 System
Configuration

The problem is that | can't see the URL in the
email itself... just the mimecast nonsense URL.
How do | assess if the link is valid or not? Perhaps
just click on it and see? That is ridiculous.

Also, this seems like an invasion of privacy of
sorts... USC is obviously monitoring and logging
every URL that gets send to each person, and also
every one that gets clicked on. | should not be
forced to browse permanently on "non private"
just to accommodate this.

(User Education)

Hi Can you pass on that this new
Mimecast system is annoying. | use a
lot of information feeds and it is time

consuming and unnecessary
Regards
(User Education)

| have to type username and
password every time | need to
access an external link from an
email. This is often. (User
Education)

| had a rejected Message” from QUDIT

Unfortunately the header on the
panel on the right says “Incoming
messages have been blocked by
Mimecast for security reasons. No
data has been accepted for them and
they can't be retrieved.” That’s
personally inconvenient and a cause
for worry if it’s applying the same
rules to other emails for similarly
constructed mailing lists that are
common across our sector.

(System Configuration)




USC

Mimecast
Statistics
August 2018

29,998

Total Clicks
URL Protect

1in 500

Unsafe Clicks
URL Protect

1,737,979

Total Inbound Messages
64,072
Weekday Average

Inbound Malware Detected

0

Outbound Malware Detected

85,442

Total Attachments Sandboxed
Attachment Protect

ol 1in 2,756
/ Unsafe Attachments
@ Attachment Protect

2

Detections
Impersonation Protect

50%

Inbound Rejected

292,801

Total Outbound Messages
11,843

Weekday Average

4%

Outbound Rejected

2

User Device Pairs
Weekday Average

4

Searches

100%

Search Success Rate



Secure Email Gateway

SECURE EMAIL GATEWAY
Secure Email Gateway combines
strong defenses to keep sensitive

information secure.

Inbound
Malware
Detection
August
PAONRS

The distribution of malware
detected in inbound mail. Each
instance is counted once per
recipient

Inbound Malware Detected

Mal/DrodZp-A, Trojan.
Zmutzy.804
6(79%)

Mal/DrodAce-A
8 (9%)

Trojan.Agent.DCQK
12 (14%)

Mal/DrodZp-A
21 (24%)

mimecast

Trojan.Agent.DDWB
5(6%)

Trojan.GenericKD.

40429251, Mal/Behav-109,

Trojan.Zmutzy.32
2{2%)

Trojan.Scam.MR
2(2%)

Mal/DrodAce-A, Gen:
Variant.Razy.384342
2 (2%)

Trojan.Agent.DCOO,
Mal/DrodZp-A
2(2%)

Other
26 (30%)



Impersonation
Attempts
August
PAONRS

_Targeted _Threqt Protection mimecast:

IMPERSONATION PROTECT

%&f}ﬁ Instant and comprehensive Detections by Impersonation Protect per Day
o, protection against the latest
{b' malware-less, socially engineered 2 total messages detected

impersonation attacks, 0 average messages/weekday
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URL Protection w

Manage Targeted Threal Protection services to saleguard against spear phishing attacks
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Fe USC
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Questions

Rise, and shine.




