e
e JAMES COOK
wew [INIVERSITY

ALUSTRALILA

James Cook University

Network Security Solution with Fortinet




I |
T

et TAMES COOK
Presenters we UUNIVERSITY

ALUSTRALLA

Kevin Lane — Senior Infrastructure Engineer
* (Project Manager + Architect)

==:RATINET



~ i’ AMES COOK
JCU - At a glance == (NIVERSITY

ALSTRALLA

About Us STUDENTS FOCUS AREAS

WORLDWIDE

~22,000

1. RESEARCH

v 4 UNIVERSITY 2. INNOVATION

v 2 COUNTRIES TOP 2“/1)
s ~4,827
3. CONNECTIVITY

+$500M STAFF PEOPLE., + PLACE
REVENUE + TECHNOLOGY
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Background & Challenge UNIVERSITY

* Multiple remote locations with limited bandwidth

* Transitioning from 10Gbps to 100Gbps

* 2.5Gbps for all peering and Internet
* We moved to 3 x 10Gbps dedicated networks

* Research data reaching PBs
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 Independent Internet access for each campus
* Campus Segmentation

e (Capacity for greater than 30Gbps traffic between segments within and between
campus locations

* Advanced Threat Protection at the border
 Centralised Management

* Centralised Logging & Analytics

e SSL VPN for Clients
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Fortinet: Differentiator = Breadth of Capability
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Network Endpoint Web Application Advanced
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Multi-Cloud Email Secure Management
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 Addressed all key Business Requirements

* Product Variety matched locations: Flexible Scaling
e Capacity was easily met

e Strong Commercials

* Flow mode vs Proxy mode for threat

* FortiManager + FortiAnalyzer

e FortiClient + Telemetry

e Customized Training package (onsite)

* Tech Account Management + Dedicated Support
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Key Milestones:

Aug 2017 Sept 2017 Nov 2017 Dec 2017
Workshop + ‘ 1% Site ‘ Final Site Project
Design+ Planning Go Live Go Live Completion
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Ongoing Engagement (Account Mgr/SE + TAM)

Expansion of Fortinet Fabric
* Telemetry + End-Point

Potential Future Evaluation of:
* FortiWeb

FortiMail

FortiDDOS

FortiSIEM

FortiCamera + FortiRecorder
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