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What is this presentation about?

Recent Government Legislation
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Recent Government Legislation
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1. Notifiable Data Breaches

An eligiblc data breach is where a rcasona[;/cpcrson would conclude that there is a
likelg risk of serious harmto any of the affected individuals as a result of

Uﬂ&Ut!"‘OY’iSCCl access or diSClOSUFC.

* rivacy Act 1988, [7 rivacy Amendment (Notitiable [Data Preaches) 5/// 2016




2. Data Retention

Service Providers are requirecl to retain and secure for two years, speciﬁc
telecommunications data re]atiﬂg to the services theg offer.

* Te/ccommun/cat/bns Act 1997, (/nterccpt/bn and Access) Amendment ([ Jata
Ketenbbn)ﬁ///ZOij




Our Journey Towards Compliance
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It was a bumpy ride!

University Time to get
sector found your DRIP Go for an
out late on Exemption

But its ok — Exemption Realised
18 months or quickly we
for Implement? couldn’t live

compliance with it




https://www.downergroup.com/httpswwwdownergroupcomnews , viewed Sept 2018.
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A much smoother ride!
Got stuck

Planned to on the Engaged

start early Definitions widely

Selected Struggled Got a plan
good with these
consultants
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Definitions: Data Breaches

What is a reasonable person?

What is serious harm?
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1. Notifiable Data Breaches

An cligible data breach is where a rcasonaé/cpcrson would conclude that
there is a m«ilg I‘I:S/é O[SCI‘IbUS /73/777 to any of the affected individuals as a

l"CSUlt OF unauthorisec} access or diSC!OSUY'C.

* rivacy Act 1988, [7 rivacy Amendment (Notitiable [Data Preaches) 5/// 2016




A Reasonable Person ....

Regularly

reviews their
bank

accounts




Serious harm means .... 1w




Technical Design & Implementation
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High Level Process
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Response Process Flowchart
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Challenges

ﬁlllll_‘:’:ﬂl_\.
LT AL

Definitions

 What was a reasonable
person?

* What serious harm meant?

CQU’s Critical
Response Team

» Getting recommendations
back quickly

4-7 Day turnaround
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Technical Overview with Simon Coggins

niversity
AUSTRALIA




Design Criteria

Software to

support data
integrity, @

access and
reporting

Redundant
and secure
storage

Data is free
from
interference

Store o
@ Metadata for
2 years
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SAM

D L e i Spaank Mnsiler

Splunk HA Avchitecture
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Challenges
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No existing vendor solutions,
DIY solution required.

External/Generic Accounts

* Singapore Army

* Academics sharing Wi-Fi logins

« Visiting Students from Schools

* Conference delegates / eduroam users

Law was written for telecom,
with an internet band aide







