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ABSTRACT

The convergence of operational technology (OT) and information technology (IT) has
heightened the vulnerability of industrial control systems (ICS) to cyber threats, making
cyber risk a critical concern for process safety and operational resilience. Traditional risk
management frameworks often neglect the dynamic nature of cyber threats, which can
Jjeopardise functional safety and result in hazardous process conditions.

The presentation delves into integrating functional safety and cyber process hazard analysis
(CyberPHA) methodologies to strengthen industrial cybersecurity risk assessments. It
emphasises how cyber-induced failures can affect safety instrumented systems and other
protective layers, elevating the risk of cascading failures in critical infrastructure. The
discussion covers best practices for evaluating cyber risks in safety-critical environments,
utilising CyberPHA methodologies to systematically identify and mitigate vulnerabilities in
industrial automation and control systems (IACS).

Organisations can bridge the divide between traditional process safety and contemporary
cyber risk management by aligning cybersecurity measures with IEC 61508, IEC 62443, and
ISA/IEC 61511 standards. This strategy ensures that cyber-physical threats are incorporated

into hazard and operability studies (HAZOPs), layer of protection analysis (LOPA), and
safety lifecycle management, ultimately enhancing the resilience of industrial operations.
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