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ABSTRACT

Industrial control systems are becoming increasingly connected to networks beyond the
traditional plant boundary. Once largely isolated, control environments are now integrated
with corporate networks, remote operations platforms, cloud services, and systems that
exchange operational data in real time. While this connectivity provides significant benefits
in operational visibility, efficiency, and asset optimisation, it also introduces new risks to
systems responsible for controlling hazardous industrial processes.

In the early years of industrial cyber incidents, attacks affecting control systems were often
inadvertent, with industrial environments becoming collateral damage from malware
targeting common operating systems and enterprise networks. Over time, however, cyber
activity has evolved from opportunistic disruption to deliberate attempts by malicious actors
to influence or compromise industrial systems and operational technology environments.

Incidents such as Stuxnet and the TRITON malware demonstrated that cyber capabilities can
directly target industrial control and safety systems, highlighting the potential for cyber
activity to influence physical industrial processes. More recent cyber attacks against critical
infrastructure, often occurring alongside geopolitical tensions, further illustrate how these
capabilities can disrupt communications, degrade operational capability, and interfere with
essential services. These events demonstrate techniques that may also be adopted by
malicious actors targeting industrial environments.

The rapid advancement of Artificial Intelligence is beginning to influence both offensive and
defensive aspects of cybersecurity. Al technologies are enabling automated vulnerability
discovery, accelerated attack development, and more sophisticated social engineering, while
also supporting advanced detection and anomaly monitoring within industrial networks. This
acceleration is likely to increase both the pace and sophistication of cyber threats targeting
operational technology environments.

As cyber threat generation capabilities become more accessible and increasingly
sophisticated, the implications for industrial operations and process safety are becoming
more significant. For process safety practitioners, cyber threats represent another potential
initiating cause of hazardous scenarios within complex industrial systems. Understanding
how digital vulnerabilities translate into operational and safety risks highlights the
importance of integrating cyber considerations into established process safety and risk
management practices.
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