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PNG FOCUSED CYBER CHECKLIST

1.Becoming a ghost
2.Ticking all the boxes
3.Doing your part in the cloud
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QUESTIONS FOR IT

1. Becoming a ghost
• What services do we have that are Internet facing?
• What happens if we turn them off?

2. Ticking all the boxes
• What is our IT inventory, computers, servers, network?
• What is the patch level on everything?
• What security alerts have we seen and why?
• Have we enabled all the security features we have?
• Could a hacker damage our backups?

3. Doing your part in the cloud
•   What cloud services do we have?
•   Do all accounts use phishing resistant MFA?
•   What security alerts have we seen and why?

Verify
Penetration test
Threat Hunt
Purple team
Cloud-Native Application 
Protection Platform (CNAPP)
Cloud Security Posture 
Management (CSPM)
Change control review
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